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Limited warranty

Norman guarantees that the enclosed diskette/CD-ROM and
documentation do not have production flaws. If you report a flaw
within 30 days of purchase, Norman will replace the defective
diskette/CD-ROM and/or documentation at no charge. Proof of
purchase must be enclosed with any claim.

Thiswarranty is limited to replacement of the product. Norman is not
liable for any other form of loss or damage arising from use of the
software or documentation or from errors or deficiencies therein,
including but not limited to loss of earnings.

With regard to defects or flaws in the diskette/CD-ROM or
documentation, or this licensing agreement, this warranty supersedes
any other warranties, expressed or implied, including but not limited
to theimplied warranties of merchantability and fitness for a particul ar
purpose.

In particular, and without the limitations imposed by the licensing
agreement with regard to any special use or purpose, Norman will in
no event be liable for loss of profits or other commercid damage
including but not limited to incidental or consequentia damages.

Thiswarranty expires 30 days after purchase.

Theinformation in this document as well as the functionality of the
software is subject to change without notice. The software may be
used in accordance with the terms of the license agreement. The
purchaser may make one copy of the software for backup purposes.
No part of this documentation may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including
photocopying, recording or information storage and retrieval systems,
for any purpose other than the purchaser’s personal use, without the
explicit written permission of Norman.

The Norman logo is aregistered trademark of Norman ASA.

Names of products mentioned in this documentation are either
trademarks or registered trademarks of their respective owners. They
are mentioned for identification purposes only.

NV C documentation and software are
Copyright © 1999 Norman ASA.

All rights reserved.

March 1999
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Introduction

About This Manual

Thismanual provides advanced information about Norman
Virus Control (NVC) for system administrators.

NV C is available on the following platforms:
+ DOS/Windows 3.1x

e Windows 95
e  Windows NT
e 0S/2

* NetWare

and Norman also has SNMP extensions for messaging in
TCP/IP environments.

Norman’s workstation anti-virus products (NVC for DOS/
Windows 3.1x, Windows 95, Windows NT, and OS/2) have
two types of documentation: “Installing and Getting
Started”, which is intended to be used for quick starts and
“User’s Guide”, which is intended for the more curious
users.

Note: NVC for NetWare is a server-based product, and
therefore there is only one manual (the “User’s Guide”)
which is intended solely for system administrators.

The User’s Guides for the workstation anti-virus products
don not delve too deeply into technical matters. Instead, we
have saved these topics for this manual in addition to
chapters that concern NVC and network communications.
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Pre-requisites

Conventions

To take full advantage of all the functions in Norman Virus
Control, you should have a good understanding of the
different modules in NV C and how they work together.
Please refer to the appropriate “Installing and Getting
Started” and the “User’s Guide” for more detalils.

In addition, you should have detailed knowledge about the
operating system(s) as well as the network installation in
your organization.

Throughout this manual, we use several typeface
conventions.

Examples of commands that should be typed or messages
that appear on the screen look like this:

format a: /s /u [Enter]

If certain keys should be used, they will appear with square
brackets around the name of the key, as in:

[Ctrl]

When we describe a series of menu choices for you to
choose, we will use the following:

Start|Run
Important notes appear as:

Note: This is important...

And particularly important text appearshaold.

Copyright © 1999 Norman



General Information

Unless otherwise stated, the information in this chapter
appliesto all platforms.

New Utility for Central Installations and Updates

We still provide our script-based distribution program
N_DIST for central installations. In addition, we’re now
introducing a GUI-based version of N_DIST for visual
central installation, Norman Package Distribution. See
“Norman Package Distribution” on page 40.

The Scanning Engine and the Host Program

The scanning engine used to be integrated in the host
program. As of NVC v4.50 the scanning engine was split
from the host program. In previous versions an entirely new
version of NVC was required when viruses that
necessitated code changes emerged. With the present
solution we are able to ship updated definition files with a
new DLL (Windows NT and OS/2) or VxD (Windows 3.1x
and Windows 95).

Note: Changes to the format in the definition files may
render the command line scanner useless. If such a situation
should occur, we will supply an updated version of

nvc32. exel/ nvc32X. exe.

For Windows 3.1x and Windows 95 users:
When you recieve updated definition files and a new VxD,
you need to reboot your machine after installation.
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Scanning Large Hard Drives

PC hardware and software today are very different from the
time the first personal computers were introduced in the
early eighties. However, some of the original features are
still affecting PC userstoday, like DOS and BIOS, for
example.

ThereisaBIOS limitation in the way ahard driveisread

that prevents the scanner to 'see’ beyond the first 8 GB.
Teoretically,system boot sector viruses on hard drives

bigger than 8 GB may elude detection. That is, if you are
scanning a 10 GB hard drive, we cannot 'see’ the last 2 GB.

However, it is not very likely that bootable partitions are
located at this area of the hard drive.

Note: The scanner will detect master boot sector viruses
regardless of drive size, as these viruses are found in the
first sector.

Specifying UNC Paths

NVC now allows the use of UNC (Universal Naming
Convention) names and environment variables wherever
file and directory names can be specified:

» Style name / areas
* Report to file
* Move infected files

Access to files on a network server is normally done via
mapping network resource names to drive letters. For
example, on your workstation the drive letter K: is mapped
to the share name DATA on SERVERL1. Other workstations
may map the same network resource as P:

Differences in drive mapping can cause problems when you
are creating NVCxx styles on one workstation to be used
on other workstations. UNC allows you to specify a

Copyright © 1999 Norman
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complete path to a resource on a network server, without
dependening on specific drive mappings:

\'\ Ser ver Nane\ Pat hNane\ Fi | enane. typ

Environment Variables

Environment variables are used by the operating system to
inform the programs about the environment they execute
in. Some of these variables are defined in CONFIG.SY S as
for example:

SET AUTOSTART=TASKLI ST, FOLDERS, WARPCENTER
I
| +- Environment contents
e Environment name

Other variables are set when you log into the network, as
SET USER=hka. These environment variables can be
utilized whenever specifying afile or path namein NV Cxx:

[x] Report to file
[ \\ SERVER\ LOGFI LES\ NRM %user % RPT]

The text %user% will be replaced by the contents of the
environment variable USER when the scanning is
performed, resulting in the file name

\\ SERVER\ LOGFI LES\ NRM_HKA. RPT

The file name will be expanded to

\\ SERVER\ LOGFI LES\ NRM . RPT

if the environment variable USER is undefined or empty.

NV Cxx alows using UNC names and environment
variables when specifying paths asin all other placeswhere
filenames and directories are specified:

Copyright © 1999 Norman



6 « Norman Virus Control - Administrator’s Guide

Report File Structure

We have structured the report file to be cross-platform
consistent. The NV C report file consists of :

» Afile header, stating the program name and
version.

* A scan report section, containing information about
directories and files scanned, and possible viruses,
if encountered.

e A summary section.

File header

The file header states the program name and version:
>>>
Norman Virus Control for xx v4.60

Any user defined start-up or bundling messages will also
appear here.

Scan report section

The scan report section describes areas scanned, all viruses
found, and optionally, all directories and/or files scanned.
The following line headers appear in this section:

< Section start. Except for this symbol, the line is empty.
> Section end. Except for this symbol, the line is empty.
- Informational message. See below.

*  Error message. See below.

*** Indicates a possible virus infection.

Scanningemovable drives will be logged with volume
labels as:

- Scanning drive A: (Volunme: DI SK1, serial
number AGFB- 3814)

- Scanni ng system areas of drive A
- Searching for files on drive A

Copyright © 1999 Norman
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Scanning fixed drives will be logged as:

- Scanning drive D
- Scanni ng system areas of drive D:
- Searching for files on drive D:

Scanning network drives will be logged with UNC names
as.

- Scanning drive N (\\HANSOS2\ LI BRARY)
- Searching for files on drive N

Scanning a directory (not entire drives) will be logged as:
- Scanning files in the directory: E:\Viruses\

Scanning for files matching a given pattern will be logged
as.

- Scanning files matching: E:\Viruses\*. exe

A virus infection will be logged as shown below, with the
full path and filename as well as the virus name.

*** Possible virus infection found ***
*** D\ Vi rusSanpl es\ ai ds2. COM -> HLLC. Ai ds. 8064

Automatic deletion of infected fileswill belogged as:
- File D:\VirusSanpl es\ ai ds2. COM del et ed.

Automatic moving of infected fileswill belogged as:

- File D:\VirusSanpl es\ai ds2. COM noved to
C: \ NORVAN\ | NFECTED.

All directories scanned will optionally be logged as:
C\
C:\Work area\
C.\Work area\ Tenpl at es\

The two lead-in spaces on each line are, for clarity,
symbolized as '.".

All files scanned will optionally be logged as:

E: \ NORVAN\
NVC. EXE
NVCPM EXE

Copyright © 1999 Norman
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The five lead-in spaces in front of each filename are, for
clarity, symbolized as ’.".

Infected files within an archive file will be logged as
follows:

- Unpacking archive: Virus.ZI P

*** E:\VirusSanples\Virus.ZIP : aids2. COM ->
HLLC. Ai ds. 8064

*** F\VirusSanpl es\Virus. ZI P : aidsl oad. EXE ->
HLLO. Nunber _1 rel ated

The directory set up as target for infected files will
normally not be scanned. This will be logged as:

- Files in C \NORMAN\ | NFECTED\ NOT scanned.

See also error messages in report files and the report file
example.

Add Your Own Help File

Some organizations have established routines for handling
virus infections. If you want to incorporate these routines
into NVC, you can generate your own help file, name it
USERDEF. HLP, and place it in thX: \ NORMAN\ W N32
directory. When a virus is detected, NVCNT/NVC95 will
look for USERDEF. HLP when the help function is

invoked. IfUSERDEF. HLP is not found, the default

NVCNT. HLP or NVC95. HLP is launched.

Norman Internet Update

Note: Norman Internet Update is only available on
Windows NT and Windows 9x.

We assume that most network administrators will prefer to
be in charge of all software running on the clients,
including identical versions of NVC. Therefore, we do not
recommend that you distribute this feature to the
workstations. During an administrator installation, the
executablenupgr ade. exe is copied to the

Copyright © 1999 Norman
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norman\win32 directory, but by default it's not included in
the N_DIST script. In the N_DIST script, Norman Internet
Update will appear like this:

set $Inst InternetUpdate = 'No’

Replace ‘No’ with ‘Yes’ if you wish to distribute Norman
Internet Update to the workstations.

Fetching NSE upgrades is a task that ought to be carried out
from one central point, and the process is quite simple.
When you have entered the authentication key, NVC will
check the time stamp on the files in your NSE directory
with the set of files on the Norman file server (definition
files, DLL/VXD). When an update is available and you
choose download, a self-extracting zip file called
NSEUPDAT.ZIP is downloaded to your

x:\' nvcadm n\ nse\ updat e directory.

A separate section mvc32. cf g describes the name and
destination path for the updated files. This section will
appear like this:

[ NseUpdat el nf 0]

Package fil e nane = ' NSEUPDAT. ZI P’
Package destination path = ' D:\ NORMAN\ NSE\ UPDATE’

When a fresh zip file is downloaded to thepdat e
directory, the files in the currehtNSE directory are copied
to the\ backup directory. The zip file is then copied from
the\ updat e directory to tha NSE directory, where they
are extracted.

Administering Security Options on the
Workstations

About NCFTE

NCFTE is a command line utility made for creating and
editing the filenvc32. cf g. NCFTE is available on the

Copyright © 1999 Norman
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following platforms: Windows 9x, Windows NT, and OS/2.
It's installed in the norman\win32 directory.

Note: For NVC NT Service, special measures are called
for, as described in “Updating the NVC NT Service” on
page 12.

How to use NCFTE

If you run the program without any parameters, you will
see the contents of timec32. cf g file in the current
directory. Other files (of the same format) can be displayed
by specifying the file name on the command line:

NCFTE /F:NVC32ADM.CFG

NCFTE options
To display a list of available commands, type
ncfte /?
and the following list of options appears:

/'S Edit security options.

/U Edit common update section
(URLs etc).

| NSE Edit NSE update section.

[F:[filename] Specify file. Default file is
NVC32.CFG.

/H Show help.

/? Show help.

Editing the security options

The "Security Options" section is used by the NVC
applications (v4.6, v4.7) to allow or deny the user to change
certain options within the programs.

Copyright © 1999 Norman
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Note: ‘CR’ is short for carriage return.

NCFTE /S

[ NORMAN]
Nor man Configuration Tool Version 1.00.00
(c) Norman Data Defense Systens 1993-1999

Configuration file: NVC32. CFG
Update section [SecurityQOptions]:
Al'l ow user to change:

Scanni ng Options (No, CR=Yes)?

Press Enter to keep the current value, Y to allow the user to
change the “Scanning options”, or N to disallow.

Continue to answer Enter/Y/N to all the questions.

When you have edited all options, you will be asked
whether you want to keep the changes. The data is saved
only if you confirm.

Editing the common update section

The “Common Update Section” is used by the
NUPGRADE and NSE (Norman Scanner Engine)
component of the NVC applications to locate updates of
itself:

NCFTE /U

[ NORMAN]
Nor man Configuration Tool Version 1.10.00
(c) Norman Dat a Def ense Systens 1993- 1999

Configuration file: NVC32. CFG
Update section [Authenticationlnfo]:
Aut hentication key = "rurre’

I nput new val ue (CR=keep current)

Press Enter to leave this field unchanged. Type the
customer validation code/password.

Copyright © 1999 Norman
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The format of thisfield will probably vary from country to
country.

Aut henti cation server[0] = 'www. norman. no’
I nput new val ue (CR=keep current)

Change the server name(s) in accordance with avalid
address for your country.

Editing the NSE Update Section

The “NSE Update Section” is used by the NSE
components of the NVC applications to locate updates of
itself:

NCFTE /NSE

[ NORVAN]
Nor man Confi gurati on Tool Version 1.10.00
(c) NORMAN Dat a Defense Systens 1993-1999

Configuration file: NVC32.CFG
Updat e section [ NseUpdatel nfo]:
Package file name = ' NSEUPDAT. ZI P’
| nput new val ue (CR=keep current):

The format of this field will probably vary from country to
country. It is normally set when installing NVC.

Package destination path = ' D:\ NORMAN\ NSE\ UPDATE’

| nput new val ue (Enter=keep current):

Press Enter to leave this field unchanged. It is normally set
when installing NVC.

Updating the NVC NT Service

In most environments, using the settings in the

NVC32. CFGfile is an effective way to perform automatic
updates of the NVC scanning engine. This means that the
ordinary NVC user will always use the latest version of the
virus definition files for scanning. To accomplish this, share
out the directory dri ve] : \ nvcadm n\ nse\ updat e

as NVCUPD where everybody has read rights and the
administrator all privileges.

Copyright © 1999 Norman
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Now the system administrator can put the

nseupdat . zi p filethat contains the latest scanning
engine and definition filesin the

[drive]:\nvcadm n\ nse\ updat e directory or the
\'\ machi nenane\ nvcupd share. All 32-bit NVC
components on the workstations will now look for and use
the updatesin the share.

Thisisasolution that works well for NVC GUI
components like NVC95 or NVCNT. The same isthe case
with the right-click scanner and the command line scanner
(NVC32.EXE).

However, the NVC NT Serviceisdifferent. If an NVC NT
Service needs to be updated in the manner descibed above,
the following additional actions are called for:

1. When configuring the nvc32. cf g filethe
administrator must use UNC path rather than the
mapped network drive

2. The NT machine where the update package (.zip-file)
resides, needs to be prepared to be accessed by an NVC
Service on another machine.

About 1):

The reason you must use UNC path isthat the NVC NT
Service is usually started automatically when the NT
machineisturned on. At this point no user islogged on and
no mapped network drive is available. Even if the NVC
Service is started at at later point it will not runin the

context of the logged on user. Thus, to make automatic
updates work with the NVC NT Service, the administrator
should always use UNC path when configuring the path for
the update packageinthenvc32. cf g file. Instead of
using[ dri ve]:\ nvcadm n\ nse\ updat e, rather use
\'\ machi nenane\ nvcupd, where ‘machinename’ is the
name of the machine and ‘nvcupd’ is the share name of the
[drive]:\nvcadm n\ nse\ updat e directory that
contains the updates.

Copyright © 1999 Norman
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Note: Thisisasolution that will also work with the other
NV C components.

About 2):

The general security design of Windows NT does usually
not allow services on other machines accesstolocal shares.
Even if an administrator has made an\ updat e share
available to every user in the network, this does not
automatically include services on other machines.

The solution to thisisto give access to the NT machine that
contains the upload package by using the following
procedure:

1. Get acopy of the NVC NT Service configuration
program NCFG. EXE (v 4.70 or newer) and copy it to
the machine where the uploads reside.

2. Note that name of the common share name of the
directory that contains the uploads. Using the sample
above, thiswould be nvcupd.

3. Now issue the command:
ncfg —updateshare:nvcupd

4. The preparation is complete. The updates are available
alsoto the NVC NT Service

Note that the procedure described above is a one-time
operation. All the administrator needs to do isto place new
updates here as soon as desired. The operation needs to be
repeated only if the common share name is changed .

If you at alater stage want to deny services access to this
share, then issue the command:

ncfg -deleteupdateshare:nvcupd

Case study

Designing a network for automatic updates:

1. Sample site: 100 machines: 50 Windows 9x and 50
Windows NT.
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The administrator decides that the nvc updates should
reside on the NT machine NTCOMMON.

The administrator creates a directory on this machine
where he wants to put the updated scanning engine.
This directory is shared out with the share name
nvcupd and can be accessed by everyone in read-only
mode.

Using NCFTE. EXE now designanvc32. cf g that
uses\ \ nt common\ nvcupd as the update path and
nvcupd. zi p asthe name of the package containing
the updated scanning engine.

Now issue the command

ncfg —updateshare:nvcupd on the same
machine.

At this point the server is configured and the common
nvc32.cfg  iscreated. As aone-time operation this
new nvc32.cfg  now needs to be copied out to every
machine, using N_DIST, for example.
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Technical Details on
Workstation NVC Products

Canary

There are severa technical details about our workstation
anti-virus products that are not included in either “Installing
and Getting Started” or the “User’s Guide”. You will find
these details in this chapter.

Canary is Norman’s one-time non-resident bait for file
viruses. Please see the NVC “User’s Guides” for DOS/
Windows 3.1x, Windows 95, and OS/2 for more
information.

Where to Install Canary

Canary shoulaiot be installed in a directory which can be
accessed by several different users. If you wish to install on
a server, you must make a separate directory for each
person and install Canary in each directory. Canary should
only be accessed by one person per directory.

There are three reasons for this:

1. Since Canary is bait for computer viruses, its program
files must be freely accessible by all users. If access is
restricted] if some users do not have write access, for
examplel] the virus will not be able to infect the
Canary files, and you will not be warned about the
virus attack. But...

2. If you install Canary with full access rights on a
network drive, this could be a very dangerous source of
contamination. A virus on one workstation will infect
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Canary and NetWare

the Canary program, and when users on other
workstations try to run the program, their workstations
will become infected aswell.

3. More viruses are being written with “stealth”
capabilities, in hopes of being difficult to detect. To
detect these viruses, Canary must communicate with
DOS in a certain way. Some networks do not support
this communication.

Because of the way NetWare communicates with DOS,
Canary v1.30+ will work correctly if you load it from a
shared directory on a NetWare server only if you are
runningVLMs. Canary will, however, work correctly in a
NetWare environment if you install it in a directory on a
local drive. See the section below for information on
running Canary on diskless workstations.

If you must load Canary from a network drive, you can use
Canary version 1.20. This version does not, however, offer
the same protection as later versions, particularly with
regard to “stealth” viruses.

Canary and Diskless Workstations

If you need to use Canary on a diskless workstation, we
recommend that you create a RAM disk and set up the
system so that Canary is loaded to the RAM disk at startup.
This requires RAM memory of 640 KB or more. You can
then run Canary from the RAM disk.

In the following examples, we assume that DOS is located
in C. \ DCS, and we install the RAM disk in extended
RAM.
1. Create a RAM disk witRKONFI G. SYS. The RAM
disk must have room faZANARY. COMand
CANARY. EXE and some room to spare.
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NVC.SYS

The program necessary for creating aRAM disk isincluded
with DOS. The two most common programs are:
* VDI SK. SYS (included with IBM's PC-DOS and
MS-DOS from Compaqg Computer Corp.)
* RAMDRI VE. SYS (included with most MS-DOS
and Microsoft Windows).

To create a RAM disk usingDl SK. SYS, type:

devi ce=c:\dos32 512 16 /E
[ Enter]

To create a RAM disk using RAMDRIVE.SYS, type:

devi ce=c:\dos\randrive.sys 32 512 16 /E
[ Enter]

The system gives the RAM disk the first available drive
letter.

Refer to your DOS manual for more information about
VDI SK or RAMDx i ve.

2. When you have created the RAM disk, you must edit
AUTCOEXEC. BAT so that it copie€ANARY. COMand
CANARY. EXE to the RAM disk. In the following
example, we assume that the RAM disk has been given
the letter G ”.

copy f:\utils\canary.* g:
[ Enter]

Now Canary is ready to use. Remember that if the RAM
disk is not included in the path, the RAM disk's drive letter
must be specified when running the program.

NVC. SYS is Norman’s smart behavior blocker (a DOS
device driver). It provides protection from known and
unknown virus infections. Please see the “Norman Virus
Control for DOS/Windows 3.1x User’s Guide” for more
information.
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NVC.SYS and QEMM

On some computers, when NV C.SY S is loaded before
QEMM386.SY S, NVC.SY Swarns that:

QEMVB8B6. SYS "Attenpts To Trace".

The"Attempts To Trace" messageis normally generated by
advanced virusesthat single-step through memory in search
of the original ROM BIOS entry point. If thisinformation
is found, the virus can then communicate directly with the
ROM BIOS and bypass al virus monitoring programs.

QEMM uses the same technique in order to locate the same
information, although for entirely different purposes.

Note: To avoid the possibility of getting this warning from
NVC.SYS, load NVC.SY S after QGEMVB86. SYS.

Starting in version 7, QEMM has a feature which pushes
amost all of the DOS operating system over the 640 KB
memory region. In order to do this, QEMM’sfile,
DOSDATA. SYS, insists on being loaded as the first device
driver in CONFI G. SYS. Thisresultsin NVC. SYS being
loaded after DOS- UP. SYS and QEMVB86. SYS. At this
point, parts of DOS (or the ROM BIOS) are already hidden
somewhere in memory. Upon loading, NVC. SYS checks
memory for boot viruses starting at base memory (below
640 KB) and ending wherever the ROM BIOS is |located
(even above the 1 MB memory region), regardless of
whether or not QEMM isrunning in ST: mode.

Since QEMM does not anticipate that any program will

reach the "hidden" DOS or ROM region directly, QEMM

will react in two ways.

1. The computer might hang. When this occurs, only the
NVC. SYS startup box and copyright messages appear.

2. QEMM may print out messages about memory
violation errors which in fact never occurred.
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The same error happens with security or access control
programs that load from the Master Boot Sector.

Note: When running NVC. SYS and pushing DOS high
with QEMM, we recommend loading NVC. SYS with the/
A parameter after QEMM. Note well that this parameter
resultsin NVC. SYS not detecting boot viruses in memory.

If thereisaboot virus activein memory, pushing DOS high
with DOSDATA. SYS and DOSUP. SYS will also causethe
computer to hang unexpectedly, regardless of whether or
not NVC. SYS isrunning.

On most computers, it is possible to run NVC. SYS with
QEMM without specifying/ A0 if DOSisnot pushed high
with DOSDATA. SYS and DOS- UP. SYS. However,
conflicts will appear again if the user runs OPTI M ZE.

To solve this problem, either temporarily disable
NVC. SYS or run NVC. SYS withthe/ A parameter.

NVC.SYS and Turbo IDE Cards

Most of the new Turbo IDE cards - mainly for Vesa Local
Bus computers - provide three options for booting the
computer: [T]urbo, [F]ast, or [N]ormal. For both the
[T]urbo and [F]ast modes, the BIOS automatically
decreases base RAM by 2 KB, copies a special part of the
ROM which handles disk /O into that area, and then
revectors INT 63h to point to the usual ROM routine.

This process, however, looks very virus-like, and
NVC. SYS will warn:

"Boot Virus Detected In Memory!"

The Turbo IDE card manufacturers have provided away to
disable the [T]urbo and [F]ast modes through hardware
jumpers.
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These two modes also conflict with some SCSI devicesand
network redirectors. In addition, they conflict with
Windows when run in 32 Bit Access mode.

Note: The solution isto use the hardware jumpers or to use
the/ A parameter on NVC. SYS. Note well that using this
parameter resultsin NVC. SYS not detecting boot virusesin
memory.

NVC.SYS and PC-NFS

If you are running NVC. SYS in a PC-NFS environment, it
is necessary that you run NVC. SYSwiththe/ T parameter.
If thisis not done, NVC. SYS will not co-exist with PC-
NFS, and the machine may hang. Inclusion of the/ T
parameter will not impair the ability of NVC. SYS to detect
known viruses. Instead, NVC. SYS will detect thevirusasit
tries to infect and not when it goes resident in memory.

Prevent Scanning of Remote Drives

Note: By default, NV C scanners that are installed on the
workstations in your organization are able to scan remote
drives. If you wish to prevent aworkstation from scanning
remote drives, then create a 0 byte file called

NVCNET. CFG

If you wish to do thisfor more than one workstation in your
organization, you should use Norman Package Distribution
or N_DIST in order to distribute the NVCNET. CFGfile.
Please see the chapter “Central Installation and Updates”
on page 23.

Suppress Warning

When NVC scanners find that the virus definition files
(nvcmacr o. def and nvcbi n. def ) are over 6 months
old, they will display a message stating that fact. The virus
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definition files contain information about known viruses,
and thefiles are updated on aregular basis. If you have
failed to update the files for 6 months, and you wish to
suppress the warning, use the/ NWcommand line
parameter.
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Central Installation and
Updates

If you are a system administrator, we know that you do not
want to walk around to each individual workstation in your
organization and install NV C.

Therefore, you have three choices for installing NVC
centrally from a shared location:

1. You canuseN_DIST, Norman’'s multi-platform
distribution program

2. 'You can use Norman Package Distribution, the GUI-
based distribution program

3. You can run the setup processes from the shared
location, just as you would from the diskette or CD-
ROM

Many users are familiar with the script based distribution
tool, N_DIST. Customized scripts that need a minimum of
editing are generated during an Administrator setup.
However, for those who prefer agraphical user interface we
are now offering a GUI version of N_DIST: Norman
Package Distribution.

Norman Package Distribution isanew distribution program

for the NVC products for the Windows platforms. It's based
on the Thunderbyte Network Distribution (TBND) facility.
Thunderbyte AntiVirus is now being integrated with the
Norman products, and a part of this process involves
integrating the visual network distribution of the
Thunderbyte product.
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N_DIST

By running N_DIST from alogin script, you can
automatically install or update NV C on individual
workstations from a central location on the network.

N_DIST isapowerful scripting language that is able to
utilize scripts for installing/updating all types of software
(not just NVC). You may either use N_DIST with the
default NV C distribution scripts asthey are provided by
Norman or with scripts that you create on your own.

Note: Although N_DIST can read any ASCII script file, we
use the extension NXD’ as a convenient way to designate
script files that are intended to be used with N_DIST for
NVC installations.

The remainder of this chapter is dedicated to a discussion
of how to prepare for and implement a central install/update
of NVC.

Preparing N_DIST for Customizable Central

Installs

As discussed above, N_DIST is designed to be used from a
shared location in order to install software onto multiple
platforms of workstations (DOS/Windows 3.1x, Windows
95, Windows NT, OS/2...). N_DIST uses a distribution
script which is entirely customizable, so you may edit the
script in order to meet the needs of your organization.

To use N_DIST for central NVC installs, you must first get
the NVC files and N_DIST over to a shared directory by
installing the Norman Virus Control Administrator (see
below).

If you wish, you may edit the distribution script that is
generated during the NVC Administrator install.
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Then run N_DIST from alocation such asalogin script in
order to automatically install/update NV C on the
workstations in your network as they login.

Norman Virus Control Administrator

Note: If you receive NVC on CD-ROM, you can install
directly from this media by choosing Install on
[ ] Network.

Thefirst step in preparing for a customizable central
install/update of NVC isto install the Norman Virus
Control Administrator. The Administrator is not asingle
executable but rather a set of files that results after copying
over all the Norman programsto adirectory of your choice
in a central location and generating the distribution script
NVCxx. NXD, which incorporates your selections for
certain options.

The processes for NVC for DOSWindows 3.1x, Windows
95, and Windows NT are performed in the same manner,
but it isabit different for NVC for OS/2.

Note: Installing the Norman Virus Control Administrator is
only possible if you have a corporate license for NV C.

Administrator for DOS/Windows 3.1x, Win-
dows 9x, and Windows NT

Note: If you receive NVC on a CD-ROM, you must
generate the diskettes described below by choosing the
option Make diskettes.

The CD booklet also providesinformation on installation as
well as an overview on available programs and
documentation.
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To install the Norman Virus Control Administrator, follow

these steps:

1. Start the appropriate operating system for the platform
of NV C that you wish to install.

2. Fromthefirst NVC distribution diskette, run:

setup /a [Enter]

The setup program will look for the first available network
drive and suggest the\ NVCADM N directory on that drive
as the directory which will store N_DIST and the files that
are to be ultimately installed on the workstations:

Choose Destination Location

Setup will ingtall Morman Yire Control Adminigtrator in the
following directany.

Toinztall to this directory, click Mest,

Toinztall to a differert directony, click Browse and select another
directon.

ou can choose not ta install Maorman Yins Control Administrator,
by clicking Cancel to exit Setup.

SANVCADMIN
Cancel I

{Destinatinn Directony

Click on the Browse button if you wish to change the drive
and/or directory.

Confirm your selections in the next screen, and Setup will
copy all available NV C modules to the specified directory
and the following subdirectories:

\DOS
\WIN16
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\WIN32
\NDIST

The next step isto define which NV C modules you wish to
beinstalled on the workstations and in which directory
you wish them to be installed.

Select Components

Select the components that are to be copied to each workstation
during centralized installz/updates.

LComponents:

Marman %inus Caontral [NWC] for \Windows NT 1571 K
[ The Morman Book onVinses IRERS
MWYC NT Service B4 K
tizc. text files (Fead Me, etc.) 14K

Destination directony on workstation:

SANYCADMIN

| < Back I=Ee:<t> || Cancel I

Deselect modules by unchecking the relevant checkboxes.
Your choices herewill bereflected in the distribution script,
which is automatically generated during Setup. Each
platform of NV C has its own distribution script called
NVCxx. NXD, where %x” denotes the platform.

The script filenames for the different platforms are as
follows:

Filename Platform

NVCW NXD DOS/Windows 3.1x
NVC95. NXD Windows 95/98
NVCNT. NXD Windows NT
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Note: If youwish to use N_DIST to install more than one
NV C platform, you must install the Norman Virus Control
Administrator for each platform desired.

By default, NVCxx. NXDis placed in the directory
\ N\VCADM N\ NDI ST, together with these files:

MSCOMSTF.DLL
MSDETSTF.DLL
MSINSSTF.DLL
MSSHLSTF.DLL
MSUILSTF.DLL
NRMWINST.EXE
NRMWLNEK . EXE
N DIST.EXE

N DISTZ.EXE
N DIST16.EXE
N DIST32.EXE

3. Ensurethat you have alogin script or batch file from
which N_DIST and its accompanying distribution script,
NVCxx. NXD, can be run.

4. Ensurethat users have read access to the server
directories in which the Norman programs now reside.

5. Edit the distribution script as you see fit. The
Adminigtrator install only adds critical information to
the . NXDfile. You will seethat the. NXDfileisvery
powerful, and you may set it up so that it best suits your
needs. In addition, you may consider having several
copies of the . NXDfile to accommodate different types
of workstations onto which NVC will beinstalled. Inthis
case, you will have to set up your login scripts or batch
filesto allow for different . NXD files being used by
different users.
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6. We recommend that you try running N_DIST on atest
user or on yourself before rolling NV C out to your
entire organization. Remember to make a backup of
your login script before beginning.

Please see the sections “Running N_DIST” and
“Interpreting and Editing the Distribution Script” on pages
31 and 55.

Updating the NVC NT Service

We have improved the ability to support updating of the
NVC NT Service. Many companies want to distribute
uniform settings of the NVC NT Service throughout the
organization. The NVC NT Service now supports
automatic updating via a NT registryr(eq) file:

1. Start NCFGW and specify the desired settings on one
particuar computer.

2. Startr egedi t . exe and open and highlight the key:
HKEY_LOCAL_MACHINE/SYSTEM/
CurrentControlSet/Services/NvcSrv/Parameters

3. Withinr egedi t . exe now select Registry|Export
registry file and save the filevcsrv. reg
(mandatory name).

4. Copy thismvcsrv. r eqg file to the
\ nor man\ wi n32 path on each NT machine.

5. The next time the NVC Service is started, it will use the
settings from this r eg file.

Note: This will only work with the NVC NT Service, not
with the GUI component (NVCNT.EXE).

Administrator for 0OS/2

This is performed differently in OS/2 than in the Windows-
based operating systems:
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1. Fromthefirst NVC for OS2 diskette, run
| NSTALL. EXE and choose a shared directory as the
destination location instead of C; \ NORMAN.

2. Fromthelast NV C for OS/2, manually copy
N_DI ST2. EXE and NVCOS2. NXD to the shared
directory.

3. Edit NVCOS2. NXDto suit your needs. The only lines
that should be edited are:

// Set source directory on the file server

set SSource='J:\NvcFiles'

// Set target directory on the workstation

set STarget='F:\NORMAN'

// Set path to the 0S2 install directory on
// the target workstation:
set S§O0s2Path='C:\0S2'

// Select components to transfer

set $Inst Os2PM= 'Yes'

set $Inst Os2VirBook = 'Yes'
set $Inst Os2CmdLine = 'Yes'
set $Inst ReadMe = 'Yes'

4. Make abackup of the. CVDfile you are using for
logging users into the network.

5. Runthe command N_DI ST2. EXE NVCOS2. NXD
from the. CMDfile that you are using for logging users
into the network.

Refer to “Running N_DIST” on page 31 and “Interpreting
and Editing the Distribution Script” on page 55 for more
details.
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Running N_DIST

As mentioned above, N_DIST is a scripting language, and
therefore, it can be used for functions other than installing/
updating NV C.

The syntax for using N_DIST in DOS/Windows 3.1x,
Windows 95/98, and Windows NT environmentsis;

n_di st <script filename> </option(s)>
[ Enter]

You are not limited to using the default distribution scripts
that are provided in the Norman Virus Control
Administrator, nor are you limited to saving your scripts
with the .NXD extension.

In order to use N_DIST in DOS/Windows 3.1x, some
supporting files must reside in the same directory as
N_DIST.EXE:

N_DI ST16. EXE
NRMA NST. EXE
NRMALNK. EXE

In order to use N_DIST in Windows 95/98 and Windows
NT, some supporting files must reside in the same directory
asN_DIST.EXE:

N_DI ST32. EXE
MSCOMSTF. DLL
MSDETSTF. DLL
VSl NSSTF. DLL
MSSHLSTF. DLL
MBUI LSTF. DLL

Note: N_DIST and its accompanying support files should
all reside in the same directory.
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The syntax for using N_DIST in an OS/2 environment is.

n_dist2 <script filenane> </option(s)>
[ Enter]

N_DI ST2. EXE does not require any additional supporting
modules other than the script file.

There are ahandful of options that are available from the
command line. For an overview, type:

n_di st [Enter]
and you will see:

HORMAN
H_DIST Distribution Tool wversion 1.32 <Win?5-HT>
Copyright 1297, Morman Data Defense Systems

Usage: *n_dist <script file* <soptions>

Options:
This help page
Log to file
Append to file
Quiet mode ¢no program outputl
Uery gquiet mode ¢no script output?
Single step script
Uerboze mode

‘n_dist NUCUW.HAD ~Q ~LF

C:wnorman~ndist>

Note: Thefunctionality performed by all these optionsis
available from within the distribution script as well. See
“Options Used in the Distribution Script” on page 71 for
more information.

The Service Module N_Serv

Normally, N_Dist is invoked by running wli st . exe or
n_di st 2. exe. A special case exists when N_Dist is
running on a NT workstation. Unless the user has

administrator rights, some of the commands in the script
may not be executed in a flawless manner.
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Thisis especialy the case when updating device drivers or
manipulating certain parts of the registry. The N_Serv
utility isaremedy for such problems. It isan installable
service that will invoke N_Dist with its own rights. If the
N_Serv serviceisinstalled with administrator rights, any
N_Dist script may also be run with these rights.

To install the service, run the following command:
N Serv -install

You will be prompted for an administrator password. When
you have typed in the password, the service isinstalled and
will be started the next time the workstation is rebooted.
The service may also be started immediately by typing:

N Serv -start

provided that the logged on user has sufficient privileges.
To remove the service, type:

N Serv -remove

N_Serv - ? will display some basic help.

When the serviceisrunning, aN_Dist script may berun by
typing:

N Serv {[drive]:\nvcadmin\ndist\} script.nxd

The usual N_Dist options are available, simply replace
'N_Dist’ with'N_Serv’ in the login script. N_Serv will then
invoke N_Dist32.exe with the given script name and
options.

To ease the pain when installing N_Serv with administrator
rightsin large networks, an extra password feature has been
implemented. This feature allows the installation of the
product without physically typing in the administrator
password over and over again for each user.

The option used is’-p:’. When installing N_Serv, the
command line is hence:

N Serv -install -p:<password>
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The password is an encrypted, readable version of the
administrator password. It is safe to distribute the password
through login scripts and the like. To generate the
encrypted password to be used for direct installations, use
the -p:” option without any other options.

Example:

The common administrator password in a network is
'g7Kp'’. To generate a distributable password, run:

N Serv -p:g7Kp

Note the case sensitivity. N_Serv will reply with the
password 'bfcbgibl’. Use this new password to install the
N_Serv service across the network using the login script or
other utilities. The command line to enter on each NT
workstationis:

N Serv -install -p:bfcbgibl

IMPORTANT: Using N_Serv will create an opportunity
for auser to write aN_Dist script and execute it with
administrator rights. Network administrators should
evaluate any security risks before using N_Serv.

By default, the N_Serv service will try to log on to the
’Administrator’ account . It is possible to specify another
account, either by using the Services applet in the control
panel, or by using the '-a:' option together with -install’.
This is relevant when, for example, the default
administrator account is unable to log on to the network. To
solve this problem, create a user on the network and the
workstations that also has administrator rights, and use this
user name and password when you install N_Serv.

The N_Serv executable file (N_Serv.exe) must reside on
the system where the service is to be installed.

Example:

How to use N_Serv to distribute NVC for Windows NT in a
network environment:
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1. Install the n_serv service on all workstations. You can do
this by running the following commands from aloginscript:

copy x:\nvcadmin\ndist\n serv.exe c:\norman\win32
c:\norman\win32\n serv -install -p:****** g xxtd
c:\norman\win32\n serv -start

where -p:******" g the encrypted password and ’-a:****’
is the user ID for a user with local admin rights and read
access to the x:\nvcadmin directory on the server.

2. Run n_serv to install NVC for Windows NT. This may
be done by running the following command from a login
script:

x:\nvecadmin\ndist\n serv x:\nvcadmin\ndist\nvent.nxd

The user who is installing N_Serv, either directly or
through a login script, does not need administrator
privileges to do the service installation, as long as the
credentials given by the account name and password has
the privileges 'Act as part of the operating system’, 'Log in
as service', and '‘Bypass traverse checking' set.

'Act as part of the operating system' and 'Bypass traverse
checking' are powerful privileges which should be disabled
for all users immediately after N_Serv has been installed in
a network. It is regarded security malpractice to let a
process log on to a workstation using a new set of
credentials the way it is done when installing N_Serv.

Summary of User Rights for N_Serv

The user that is logging on to a workstation and thus
running 'N_Serv -install’ to install the N_Dist service does
not need administrator rights. However, the user needs the
following rights:

1. 'Act as part of the operating system'
2. 'Log on as service'
3. 'Bypass traverse checking'

The first right is off by default, and must be switched back
off after installing N_Serv. The other user right is usually
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Sample Installation

on. Remember that '‘Bypass traverse checking’ needsto be
"on" for administrator too.

The user that N_Serv islogging on as, does not need any
special rights. However, N_Serv, and hence N_Digt, will
execute with the rights of this user. Since the purpose of the
N_Dist serviceisto alow N_Dist to run with administrator
rights, a user with such rights would be desirable.

Create User "NSERV" on network with minimal rights
(needs only 'read’ rightsin [drive] \NVCADMIN’).
Create User "NSERV" on workstations with 'USER’
rights and add "Act as part of the operating system’,
'Logg on as service and 'Bypass traverse checking’
rights.

Copy N_SERV.EXE to the workstations
(C\NORMAN\WIN32)

Run once on workstations:

C:AN_SERV.EXE -install -p:<encrypted password> -a:NSERV
Remove the 'Act as part of the operating system’ and
'Bypass traverse checking’ rights on user "NSERV" on
workstations.

Add N_serv commandline in loginscript to run NXD
script. Example:

c:\ norman\wi n32\ n_serv. exe
[drive]:\nvcadm n\ndi st\nvcnt. nxd

Note: The user must exist on the local PC, on the Domain
and on the local server in order to have network access.
Otherwise N_SERV won'’t be able to access the network
drive to execute the NXD script.

N_DIST and NVC Platforms

During the installation of Norman Virus Control
Administrator (see page 25), default distribution scriptsfor
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usein central NV C installs/updates are generated. You will
also notice that in the shared directory, there are several
executables that bear the N_DIST name: N_DI ST. EXE,
N_DI ST16. EXE, N_DI ST32. EXE, and

N_DI ST2. EXE.

N_DI ST. EXE will spawvn N_DI ST16. EXE or
N_DI ST32. EXE, depending on which operating system s
found. Therefore, in DOS/Windows 3.1x, Windows 95/98,
and Windows NT environments, it is only necessary to run
N_DI ST. EXE aong with the appropriate script.

However, in 0S/2, it isnecessary torunN_DI ST2. EXE
along with the appropriate script.

Following is an overview of how the N_DIST executables
should be run on different platforms for central installation/
update of NV C:

Platform Syntax

DOS/Windows 3.1x N_DIST NVCW.NXD
Windows 9x N_DIST NVC95.NXD
Windows NT N_DIST NVCNT.NXD
0S/2 N_DIST2 NVCOS2.NXD

Note: Although it is necessary torun N_DI ST2. EXEin
OS2 instead of N_DI ST. EXE, you may design a script so
that both N_DI ST. EXE and N_DI ST2. EXE can useitin
multi-platform environments.

Using N_DIST in NetWare

In NetWare, we suggest that the system login script run
N_DIST. We aso recommend that you run the N_DIST

script with the option / Qto suppress messages. See

“Options Used in the Distribution Script” on page 71 for an
overview on available options.
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Example:
If "94.0d N _NAME" <> " SUPERVI SCR'

Note: The following example must be entered on ore line.

#S: \ N\VCADM N\ NDI ST\ N_DI ST. EXE
S: \ NVCADM N\ NDI ST\ NVCW NXD / Q

Inthisexample all users except for the Supervisor will have
NV C installed when they login.

Using N_DIST in LAN Server

In LAN Server you can start N_DIST from the . CVDfile
you are using for logging usersinto the network. We also
recommend that you run the N_DI ST script with the option

/ Qto suppress messages.
Example:
;login first...

Note: The following example must be entered on ore line.

S: \NVCADM N\ NDI ST\ N_DI ST2. EXE
S: \ NVCADM N\ NDI ST\ NVCOS2. NXD / Q

Using N_DIST in NT Server

In NT Server, you can add acommand similar to thisto the
logon scripts. We also recommend that you run the
N_DIST script with the option / Qto suppress messages.

Example:
;login first...

Note: The following example must be entered on ore line.
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S: \ NVCADM N\ NDI ST\ N_DI ST. EXE
S: \ NVCADM N\ NDI ST\ NVCNT. NXD / Q

Alternatively, you can insert aline like the above in the
Startup group.

Running N_DIST in a Mixed Environment

If your organization islike most, all workstations on your
network do not necessarily run the same operating system.

In this case, you must run an administrator install for each
platform, and three separate distribution scripts will be
generated: nvcw. nxd, nvc95. nxd, and nvcnt . nxd.

One of the linesin the distribution script created during the
NV C Administrator process tests for operating system. If
the operating system found does not match that of the
distribution script, all commands are skipped and the next
login script command is run.

In order to ensure that N_DIST isrun for al available
operating systems, you may add the following linesto your
login script.

N_DI ST [path] NVCW NXD
N_DI ST [path] NVCNT. NXD
N_DI ST [path] NVC95. NXD
N_DI ST2 [path] NVCOS2. NXD

Note: Although it isnecessary torun N_DI ST2. EXEin
OS2 instead of N_DI ST. EXE, you may design a script so
that both N_DI ST. EXE and N_DI ST2. EXE can useitin
multi-platform environments.

Resulting Directory Structure on the Workstations

During a custom installation from the NV C distribution
diskettesyCD-ROM or viaN_DIST, itis possibleto select a

Copyright © 1999 Norman



40 « Norman Virus Control - Administrator's Guide

workstation installation directory other than the default
directory C. \ NORVAN.

However, when NV C isinstalled on the workstation (either
from the NV C distribution diskettes or viaN_DIST), a
certain subdirectory structure underneath C: \ NORMAN (or
whatever you have chosen) is created.

Common files areinstalled in the C: \ NORMAN directory
(or whichever directory you specified):

NVC32. CFG
README. TXT

Files for the scanning engine (definition filesand DLL ¢/
VxDs) and certified macros are installed in the
C:. \ NORMAN\ NSE directory.

Platform-dependent modules are installed in subdirectories
of C. \ NORMAN (or whichever directory you specified) as
follows:

\ DOS
\ W N16
\ W N95
\ W N32
\ OS2

Note: This subdirectory structure cannot be changed.

Norman Package Distribution

Users of Thunderbyte AntiVirus are probably familiar with
thistool (previously called Thunderbyte Network
Distribution). However, certain changes have been
implemented. As an aid for these users, significant changes
to the previous version will be specified like this whenever
they occur:
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Note for TBND users: The corresponding function in
TBND is...

About Norman Package Distribution

Like N_DIST, Norman Package Distribution (NPD) isa
system that facilitates automatic installation of Norman
software on workstations across the network thefirst time
aswell as installing subsequent updates. It relies on:

» Features for silent installation of the setup programs
of the Norman software. By "silent” we mean
installations without user prompts.

* The login-script mechanism of the network file
server ensures that each workstation is updated with
the most recent virus protection at login time, and
with as little manual effort as possible.

Prerequisites

You need a good understanding of the configuration of the
file servers, especially with respect to login-script features
and network access rights.

Technical Description

Norman Package Distribution handles the distribution of

first-time installs as well as updates to the Norman

workstation software by relying on:

1. The login script features of the workstation’s file
server.

2. The silent setup feature of the NVC installation
procedure, present from version 4.60.

This is the basic outline:

1. Add packages of the latest version of NVC to a public
directory on the file server which is accessible to each
network user.

Copyright © 1999 Norman



42 « Norman Virus Control - Administrator’'s Guide

2. Thelogin script is extended with a call to the
NRNDDET, a detection utility integrated in Norman
Package Distribution, that detects the OS version of the
workstation and checks if Norman software is already
installed. If Norman software is not installed or if the
installed version is older than the current version, the
SETUP program is started in silent mode.

System Requirements

1. NPD will not work with NV C versions prior to v4.60.

2. Only networksthat allow logon from Windows and that
support some form of login script are supported. This
includes Novell NetWare and Microsoft Windows
Network if configured properly.

3. Windows 3.x workstations where the login script is
executed from DOS (NETX) are also supported.

Installing Norman Package Distribution

1. Make surethat you are logged in as Administrator.

2. Run setup from the NV C floppies/CD-ROM to install
the NPD GUI on a Windows 9x or Windows NT
machine. By default, the product will beinstalled in the
directory c: \ Program Fi | es\ Nor man
Package Di stri buti on. Notethat this step will
not make any attempt to configure your file server.

3. During the installation, you'll be prompted to allow a
change in the login script. Click @K to accept an
entry in the login script allowing automatic installation
of NVC to the workstations.

For NetWare4.x and 5 you should use the NWADMIN
or NWNET utilitities.

4. The setup program will also create a shortcut for
starting the NPD user interface on the Windows
desktop (or Program Manager for Windows NT 3.51).
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Running Norman Package Distribution

Use the NPD user interface (itsicon isinstalled in the Start
menu) to configure, monitor, and manage a centralized
installation of the NV C products. Click on theicon to start
NPD.

Thefirst timeit is started, you will be prompted to specify
an Update directory. The default location is
F: \ NVCADM N.

Configure update directory

Fleaze specify the update directory for Morman Package Distribution. Thiz directary will be
uzed far staring the packages that are distributed, same utilities and logaging infarmation about
the distribution process.

|Jze the fallawing rules when deciding where to place the update directan:

1. Place it on the primary logon zerver if pozsible.

2. Evemn workstation should hawve nebwaork, access nghts to the volume where iz located,

3. Every workstation should be able to access it by uzing the same diive letter or UNC path,

FAHYCADMIN _|

IF your network is & Netware network, please specify the update directony in terms of a diive
letter mapping, e.g. F:AMYCADMIN... | ForWindows MT netwaorks uze a UNC path like

WSERYERASHAREYMWCADMIM if pozzible,
0k, I Cancel |

Note for TBND users: The default directory for TBND is
F: \ TBUPDATE.

1. Make sure that you observe the rules for access rights
and special network considerations specified in this
diaog.

2. By default, you are offered F.\NVCADMIN, which
should be fit Novell NetWare networks where F: is
mapped to a volume on the file server. The actual
position of this directory does not matter aslong as any
network user is ableto access it by using the same
specification.

The following subdirectoriesto NVCADMIN are aso
created:
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LOGS: The directory where Norman Package

Distribution logsinformation about its activity for each
workstation.

SERVERS: The directory where Norman Package
Distribution stores information about logon servers on
the network.

3. Make sure that every network user has read rights to
the NVCADMIN directory and read, write and create
rightsto the F:\NVCADMIN\LOGS directory.

4. Select OK to create the directories and copy the
necessary files.

The Main Window

The Norman Package Distribution’s main window is made
up of four tabbed dialog boxes:

Morman Package Distribution

| Lagin serversl Palicy | Wtk stations |

Thiz iz a list of packages that are configured for automatic installation and update,

Packane | Flatform | “ersion | Directarny
Morman Wirug Control for Wing5 "Win35 450.0.0 WINSS

4| | ]

Add | EEmeve | Eroperties |

About... | Reqister... | Cloze |

From here, you can add NVC versions for distribution to
the workstations, select servers, administer and monitor the
package distribution on the network.

Copyright © 1999 Norman



Central Installation and Updates « 45

Packages

A package is a complete version of NV C for a specific
platform. There are three available packages for NPD:

« NVC for DOS/Windows 3.1x
« NVC for Windows NT
« NVC for Windows 95

To install a package:
1. Click theAdd button.

2. From the 'Add new package’ dialog, select package by
clicking the '..." button and choose NVC version from
the CD-ROM or floppy. The program will look for
ASU files. If you want NVC for Windows 95, for
example, then selenvc95. asu.

3. When you have selected a package, clickinto
confirm.

4. During the installation of the packages, you can choose
which modules of NVC you want to install. Refer to the
appropriatel/ser s Guide for detailed information on
the modules. Click on thN¥ext button when you have
made your choices.

5. The package will now appear in the 'Packages’ dialog.
6. Repeat step 1 - 4 for each package you want to install.

Each package will be installed to a new subdirectory to
NVCADMIN. NSE packages will not appear in the list box,
because this is an integrated part of the package. NSE holds
all files used by the scanning engine, like virus definition
files, DLLs and VxDs.

To update the network package, follow the procedure
described above and select the .ASU package file with the
new version.

From the tabbed dialog 'Packages’ you can delete packages
by clicking onRemove. Note that removal of a package
does not include removal of the directory
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F:\NVCADMIN\NSE, where the scanning engine is
located.

Click on the Properties button to configure the installation
settings for a highlighted package.

Note for TBND users: The Properties button will not
pop-up a properties window for aNV C package.

Login Servers

Thelogin script that is used network wide when each user
logs on needs to be updated to initiate the detection utility,
NRNDDET.EXE. Thistool detects which platform the
workstation is running on (Windows 3.1x, Windows 9x, or
Windows NT) and subsequently starts NRND16.EXE or
NRND32.EXE.

Note for TBND users: The corresponding file names for
TBND were: TBNDDET.EXE, TBND16.EXE, and
TBND32.EXE.

The user interface provides help for the following itemsin
the login script:
* Modifies the login script of a NetWare 3.x server.
* Creates/modifies the login script of a Windows NT
server.

Modification/creation of the login script on NetWare 4.x
servers and higher is not done automatically. The program
describes the process how to update the script necessary for
the update procedure.

For Windows NT servers a login script will be created in
the Repl\import directory of the server, but it will not be
activated for the users. The admin has to go to each
network user in the UserManager and turn the login script
on.
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Policy

You can modify the login script by clicking Add from the
tabbed dialog 'Login servers’. The 'Add new login server’
window shows a list of server types.

Note: Depending on your network protocol stack
configuration this list may sometimes not show all servers
present on the network. If this is the case, select the proper
server type and type in its name.

Use the tabbed dialog 'Policy’ to establish the location of
update directories, workstation log files, and security
options.

1. The default option for the update directory for network
distribution is the directory you specified in the dialog
'Configure update directory’, for example
F:\NVCADMIN. Click on Configure to change
location.

2. When NVC is distributed to the workstations in a
network, a log file is created for each workstation.
Please refer to the next section for information on log
file content. The default location of the log files is
identical to what you specified in the 'Configure update
directory’, for example F:\NVCADMIN\LOGS. You
can change the location by entering a different location
in the list box.

3. If afirsttime NVC install or a NVC update fails on a
workstation, the default action is to block the
workstation from the network. You can uncheck the
option [x] Deny logon to network if you don’'t want
this action.

4. Finally, you can assign administrator’s privileges on
workstations for certain users by adding username(s) in
the list box at the bottom of this display. Identify users
by entering their user names, separated by ’;’
(semicolons).
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Workstations

The tabbed dialog 'Workstations’ is made up of two list
boxes: workstation log files and locked workstations.

1. You can highlight any log file in the list and click on
the View button. Note that workstations without read-
write and create rights to \NVCADMIN\LOGS, are
unable to generate log files to this location. The log
files contain information of the network distribution
activity. The name is created from the name of the
machine, and the file extension. isog. Examples of
log file information is the time when a package will be
installed, setup status, NVC version and .ASU file
installed, if reboot is required, and when the machine
was rebooted. Log information can be very useful for
troubleshooting.

2. After an unsuccessful NVC installation/update, the
machine will be locked off from the network by NPD
by means of a lock file created in the Logs directory.
The name of this file is built up from the username, and
the file extension is| ck.

If you selected the optiojx] Deny logon to network,

the names of the workstations which failed to install
NVC will appear in the "Workstations that are locked’
list box. You can examine the log files for these
workstations, and manually move a workstation online
by highlighting the workstation name and click on the
Allow to log on button.

When the User Logs In

Installation and updating is almost invisible to the
workstation user. A NPD dialog will appear for a few
seconds. The information from the distribution activity is
stored in the log file for each user.
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Note for TBND users: The 32bits version of TBND agent
used to run in aconsole window (DOS-like). NPD runsin a
GUI window.

Platforms Not Supported

Thisversion of NPD does not support DOS and OS/2.
Please refer to the N_DIST section on the following page
for distribution on these platforms.

Distributing Cat’s Claw

If you have certified macros for use in your organization, or
configuration settings to be used by al users, then there are
some topics that should be considered if Cat’s Claw should
be updated automatically at login time.

When you configure Cat’s Claw, the following files are
generated:

1. nvcnacro. crt, if you certify macros.

2. All other configuration settings il aw31. i ni or
cl aw95. r eqg, for Windows 3.1x and Windows 95/98,
respectively.

Make sure that these files resides on the server in their
respective folders (default directories):

e npvcrmacro. crt in\nvcadm n where the
definition files reside

 claw3l.ini in\nvcadm n\w nl6
e clawds. regin\nvcadm n\w n95
If you're using default N_DIST distribution, Cat’s Claw

will be updated with new files whenever changes are done
to the files on the server.

Note: If your configuration involves checking of
uncertified macros, the filevcrmacr o. crt must exist. If
not, Cat’s Claw will not start and an error message appears.
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If you're using another distribution vehicle than N_DIST
and want to update automatically at login, after new files
are copied to the workstations, run this command:

claw3l. exe /install,or
cl awd5. exe /install

Running the Installer from the Network

Note: If you receive NVC on a CD-ROM, you must
generate the diskettes described below by choosing the
optionMake diskettes.

The CD booklet also provides information on installation as
well as an overview on available programs and
documentation.

When Norman ships NVC for DOS/Windows 3.1X,
Windows 95, and Windows NT diskettes, you are
instructed to ruBETUP. EXE (a Windows-based program)
from the first disk in order to install NVC on your
workstation.

Similarly, you runl NSTALL. EXE (an PM-based program)
from the distribution diskettes in order to install NVC for
OS/2 on your workstation.

If you wish, you may also copy the original NVC
distribution files to a shared directory and run

SETUP. EXE/I NSTALL. EXE from there in order to install
NVC on a workstation without requiring the use of
diskettes.

The following two sections discuss these methods in detalil.

See the section “Interpreting and Editing the Distribution
Script” on page 55 if you wish to use an alternative method.
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SETUP.EXE for DOS/Win 3.1x, Windows 95, and Windows NT

In order to run SETUP. EXE from a shared directory,

follow these steps:

1. For each NVC distribution diskette, make a
corresponding directory on the network with the names
“Dl SK1”, “DI SK2”, and so on.

For example, let's assume that you have a directory

called\ NVCFI LES, you wish to install NVC for DOS/
Windows 3.1x, and it comes on 3 diskettes.Then you
should make a directory structure as follows:

\NVCFILES
\DISKI1
\DISK2
\DISK3

2. Manually copy all filesfrom each NV C diskette into
the appropriate\ DI SKx directory. That is, from the
NV C diskette 1, copy all filesto the
\ NVCFI LES\ DI SK1 directory; then from the NVC
diskette 2, copy all filesto the\ NVCFI LES\ DI SK2
directory, etc.

3. From the workstation on which you wish to install
NV C, start the appropriate operating system.

4. Run SETUP. EXE from the\ DI SK1 subdirectory.

Thiswill result in exactly the same type of installation
asif you had run SETUP. EXE from the actual NVC
distribution diskettes. That is, the installation process
will require user input as it goesalong, and it will
assume certain default settings.

If you wish to customize an installation for more than one
workstation on the network, then we recommend using
N_DIST.
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INSTALL.EXE for OS/2

Inorder torun | NSTALL. EXE from a shared directory, do
the following:

1. Makeadirectory on the network and manually copy all
filesfrom the NV C for OS/2 diskettesinto it.

For example:

MKDIR J:\NVCOS2
XCOPY A:*.* J:\NVCOS2

2. From the workstation on which you wish to install
NVC, start OS/2.

3. Run| NSTALL. EXE fromtheJ: \ NVCOS2 directory.

Thiswill result in exactly the same type of installation
asif youhadrun| NSTALL. EXE fromthe actual NVC
distribution diskettes. That is, the installation process
will require user input as it goes along, and it will
assume certain default settings.

Please see the following sections for information on
performing unattended installs, updates, and uninstalls
using | NSTALL. EXE.

If you wish to customize an installation for more than one
workstation on the network, then we recommend using
N_DIST. See “Interpreting and Editing the Distribution
Script” on page 55 for more information.

Performing an Unattended INSTALL.EXE with
Default Settings

The following will result in an unattended installation
process that installs NVC for OS/2 into {ie\ NORVAN
directory.

1. Make a directory on the network and manually copy all
files from the NVC for OS/2 diskettes into it.

For example:
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MKDIR J:\NVCOS2
XCOPY A:*.* J:\NVC0OS2

2. From the workstation on which you wish to install
NVC, start OS/2.

3. Runthefollowing as a command on one long line:

INSTALL /a:1 /X /R:J:\Nvc-
Files\NVCOS2.RSP /11:X:\LOG-
PATH\ERRORS.LOG /
12:X:\LOGPATH\HISTORY.LOG

Note that the path for ERRORS. LOGand

HI STORY. LOG will be created if they don't exist.
Inspect theERRORS. LOGfile for errors and

HI STORY. LOGfor information about files transferred,
etc.

For additional command line parameters, run
| NSTALL /7.

Performing an Unattended INSTALL.EXE with
Custom Settings

The following will result in an unattended installation

process that installs NVC for OS/2 into a directory of your

choice. You may also use this method in order to update or

delete only a few components of NVC for OS/2.

1. Make a directory on the network and manually copy all
files from the NVC for OS/2 diskettes into it.

For example:
MKDIR J:\NVCOS2
XCOPY A:*.* J:\NVCOSZ2

2. Edit the fileNVCOS2. RSP by finding the line with the
keyword ‘FI LE” and changing C. \ NORVAN' to the
desired installation target directory. See the comments
in NVCOS2. RSP for more information.

Copyright © 1999 Norman



54 « Norman Virus Control - Administrator’'s Guide

3. Deactivate the components that you do not want
INSTALL.EXE to handle. Do this by putting an
asterisk in thefirst column of the COMP statementsin
guestion.

4. From the workstation on which you wish to install
NVC, start OS/2.

5. Run the following as a command on one long line:

INSTALL /a:1 /X /R:J:\Nvc-
Files\NVCOS2.RSP /11:X:\LOG-
PATH\ERRORS.LOG /
12:X:\LOGPATH\HISTORY.LOG

Note that the path for ERRORS. LOGand

HI STORY. LOGwill be created if they don't exist.
Inspect theERRORS. LOG file for errors and

HI STORY. LOGfor information about files transferred,
etc.

For additional command line parameters, run
| NSTALL /7.

Performing an Unattended Update or Delete

To update an existing NVC for OS/2 installation, follow
these steps:

1. Make a directory on the network and manually copy all
files from the NVC for OS/2 diskettes into it.

For example:
MKDIR J:\NVCOS2
XCOPY A:*.* J:\NVCOS2

2. From the workstation on which you wish to install
NVC, start OS/2.

3. Run the following as a command aie long line:
INSTALL /a:u /X /R:J:\Nvc-

Files\NVCOS2.RSP /11:X:\LOG-
PATH\ERRORS.LOG /
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12:X:\LOGPATH\HISTORY.LOG

Note that the path for ERRORS. LOGand

HI STORY. LOGwill be created if they don’t exist.
Inspect theERRORS. LOGfile for errors and

HI STORY. LOGfor information about files transferred,
etc.

To delete NVC for OS/2 files, use the paraméterd
instead of a: u.

For additional command line parameters, run
| NSTALL /7.

Interpreting and Editing the Distribution Script

You need not create distribution scripts for NVC yourself,
for these are generated automatically during the NVC
Administrator install. However, if you choose to edit a
default script or create one of your own, you should be
aware that N_DIST is an extremely powerful tool, and you
should therefore test all your scripts thoroughly before
deploying them.

If you choose to edit a distribution script, you should have a
basic understanding of how batch files work.

Commands Used in the Distribution Script

There are some rules to follow and other items to note
about N_DIST distribution scripts:

1. The script itself must be an ASCII file.

2. Only the lines between the statemeN D BEGQ N’
and ‘NXD END” will be interpreted.

Note: The statementdNXD BEGQ N’ and “NXD END’
must be in uppercase letters.

3. Any line that begins with;, “/ /" or “/ *" is
interpreted as a comment.

Copyright © 1999 Norman



56 « Norman Virus Control - Administrator’'s Guide

4. All string arguments must be enclosed in single quotes.

5. When directory names are given as arguments, it is not
necessary to enclose them in single quotes unless they
contain spaces.

6. Commands, variable names, etc. are case insensitive
unless otherwise specified.

7. A variable’s name can be up to 255 characters. If you
include more than one variable, this means that the total
number of characters in these variables cannot exceed
255.

8. Extra spaces between arguments are not interpreted.

9. When a £" is used in the command, there are no
requirements on spaces before or after tiesign.

10. When a " is used in the command, there are no
requirements on spaces before or after tHe “

11. N_DIST will not override original attribute settings on
files or directories, and it will not reset or change
access rights.

12. In some instances, it is necessary to use a section name
(i.e.,[ COMMON] within CONFI G. SYS) as an
argument. In this case, the section namst be
enclosed in square brackets like thisé.

13. The position of the arguments following N_DIST
commands is significant.

Note: In the standard NXDfiles that Norman provides,
there is a provision for making backupsGaNFI G. SYS,
AUTOEXEC. BAT, andW N. | NI if these files are to be
modified. These backups will have the extensidiC,
and if the file is to be modified again, while BVC file
already exists, the existing\VC file will be overwritten.

In our descriptions of all N_DIST commands below, we
will use the following conventions:
* Each command is listed in bold and is followed by
its arguments.
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* Mandatory arguments are not displayed with any
characters surrounding them, except for single
guotes ' where necessary.

» If there is a choice between two or more arguments

that must be used, the choices will be displayed
within brackets like these >, and the choices
themselves will be separated with the tharacter.

» If there is an optional argument, it will be displayed
within curly brackets like thede } .

» Ifan argument is presented{asar gunent 1 |
argunment 2>}, this means that neither are
required, but if you wish to choose one, then only
one can be used.

We will discuss the commands alphabetically, but where
one command is related to another, we will group them
together regardless of alphabetization.

BEEP {<x |file.wav'>}

Choose between emitting a default beep, a beep number
(between 1 and 5) or a.WAVfile (only for Windows 95/98
and Windows NT). If you choose to use a.WAVfile, then
you should specify the full path.

Example:
BEEP 2
This emits the second of five optional beeps.

See also the Nosound option in the discussion that begins
on page 71.

CLEARREGISTRY, GETREGISTRY, and
SETREGISTRY

CLEARREGISTRY ’key’ ‘parameter’

Removes a parameter from the Registry (in Windows 95/98
and Windows NT only).
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Example:
CLEARREGISTRY ‘HKEY_CURRENT_USER\Environment’ ‘TEMP

This clears theTEMP” parameter from the key
“HKEY_CURRENT _USER\ Envi r onnent .

Warning: Use this command with extreme caution.
Clearing entries in the Registry may render the system
inoperable.

GETREGISTRY $variable ‘key’ ‘parameter’

Extracts the value of a parameter from the Registry (in
Windows 95/98 and Windows NT only) and returnsit in a
variable.

Example:
GETREGISTRY $Result ‘HKEY_CURRENT_USER\Environment’ ‘TEMP’

This would return the value off EMP” in the variable
called$Resul t .

SETREGISTRY ‘key’ ‘parameter’ ‘value’

Sets or replaces a parameter in the Registry (in Windows
95/98 and Windows NT only). Only parameters of the type
“string” can be created or changed.

Example:

SETREGISTRY ‘HKEY_CURRENT_USER\Environment’ ‘TEMP’
‘9% SystemDrive%\TEMP’

(Must be entered on one line.) Thiswould set the value of
“TEMP” to “%Byst enDr i ve% TEMP”.

Warning: Use this command with extreme caution. Invalid
entries may render the system inoperable.

COPY source target <always | update
| deferred>
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Copies files from source to target, using the modes
“al ways”, “updat e”, or “def er r ed”. Wildcards are
allowed.

“Al ways” will perform the copy every time N_DIST is
executed.

Example:
COPY c:\*.exe d: al ways

This command always copies theEXE files from the root
of C. to theD: drive.

“Updat e” checks the date and time of the source and
target files. If the target file exists, and it is older than the
source file, the copy operation is performed.

“Def er r ed” is for the Win32 environments and is used
together with the mode switches ‘update’ or ‘always'. When
‘deferred’ is used, the copy operation runs as normal.
However, if the target is unavailable (locked), the copy
operation will fail and be deferred until the next system
boot.

Example:
COPY "c:\winnt\newfile.dlI’
"c:\winnt\oldfile.dll|’” update deferred

CUTWORD, INSERT, and REPLACE

CUTWORD $variable ‘keyword’

Use this command in combination with other commands to
remove aword or string from the line given in

$variable . The delimiter for the word or string is
‘space’. This command is useful for editing lines like
“LOAD ="in wi n. i ni. The resulting line will be stored
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in$vari abl e. Therefore, during the course of using this
command, $var i abl e will have two different values.

Example:
SEARCH $Result CAAUTOEXEC.BAT ‘PATH='
CUTWORD $Result ‘C:\NORMAN’

INSERT C:\AUTOEXEC.BAT beginning
$Result

Thiswould find the full path statement in
AUTOEXEC.BATcut C:\NORMANfrom that path and
then insert C:\NORMANInto the beginning of the path
statement in AUTOEXEC.BAT

INSERT file {[section]} <beginning |
end> {'keyword’} ‘string’ {nodup}

Adds a string to the beginning or end of aline containing a
keyword in a text file. NODUP” skips a command if the

string entry already existsNODUP’'s comparison requires

a case insensitive match, including spaces. If a file and/or a
section do not exist, they will be created.

If a section is given then the specification of
“begi nni ng” or “end” applies to the beginning or end of
the section.

If no section is given, then the specification of
“begi nni ng” or “end” applies to the beginning or end of
the file.

If a keyword is given, then the specification of
“begi nni ng” or “end” applies to the beginning or end of
the line which contains the keyword.

Note: Whenever a file is specified, you should give the full
path. In addition, the position of the arguments are
significant, and we recommend that you take this into
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consideration when distinguishing between a keyword and
astring.

Example:
INSERT C:\config.sys end [common] ‘device=nvc.sys’ nodup
The line ‘devi ce=. .. " is inserted at the end of the

“comon” section ofc: \ confi g. sys. If the line
already exists anywherem \ confi g. sys, the
“nodup” argument instructs N_DIST not to insert the
string.

Example:
INSERT c:\config.sys end ‘device=nvc.sys’ nodup
The line ‘devi ce=. .. " is inserted at the end of

c:\confi g. sys. If the line already exists anywhere in
c:\confi g. sys, no insertion is done.

Example:
INSERT c:\config.sys beginning ‘nvc.sys’ ‘REM *

A “REM entry is inserted in the beginning of all lines in
c:\confi g. sys containing hvc. sys”.

REPLACE ‘stringl’ ‘string?2’ file
{nocase} {all}

Replaces one or all instances sf i ngl” with
“string2”in the specified file. Nocase” results in a
case-insensitive searchAl“l ” replaces all occurrences of
“stringl”in the file.

Example:

REPLACE ‘REM CANARY 1' ‘CANARY1’ C:\AUTOEXEC.BAT all
nocase

(Entered on one line.) Thisreplaces all instances of the
string “REM CANARY 1” with “CANARY1” in

C. \ AUTOEXEC. BAT.
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Note: When specifying thefile, you should always give the
full path.

DELETE path {directory}
{hi dden}{recurse}

Deletes a path which can be afilename, a set of files, a
directory, or a set of directories. When a directory is given,
there is no need for th& ”. N_DIST can even look for the
hidden attribute and delete hidden files and directories.
Wildcards can be used when specifying both files and
directories. A directory must be empty in order for it to be
deleted.

Example:
DELETE nvc. * hi dden

This deletes alNVC. * files in the current directory, even if
they are hidden.

Example:
DELETE C.\nvc directory

This deletes th€: \ NVC directory, if it exists and if it is
empty.

Note: When specifying a file or directory, you should
specify the entire path. Otherwise, N_DIST will only check
the current location.

DISPLAY ‘anything-of-your-choice’

Displays any strings and/or variables that you choose.
Several strings and variables can be displayed on one line.
A “+” sign between sub-strings concatenates the strings
into one continuous string.

Example:

DISPLAY ‘End of program. The current directory
is:’ $DirectoryDrive+$DirectoryPath

Copyright © 1999 Norman



Central Installation and Updates « 63

This would display theEnd of program .. ” string
followed by the values that are stored within

$Di rectoryDri ve and$Di r ect or yPat h. Since the
two variables are connected with#’;'they would appear
as ‘D \ TEMP”, for instance.

GETDRIVE and GETPATH

GETDRIVE $variable ‘path’

Extracts the drive letter from a complete path and returns
the result in the specified variable.

Example:
GETDRIVE $drive ‘c:\dos\chkdsk.exe’
will placethevaluec: inthe variable $drive

GETPATH $variable ‘path’

Extracts the directory name from a complete path and
places the value in the specified variable.

Example:
GETPATH $newpath ‘c:\dos\chkdsk.exe’
will place the valuec: \ dos in the variableébnewpat h.

Note: If the path given in the argument does not have a
filename at the end of it, then the value of the variable will
be just the same as the path but without the final “

GETINI and SETINI

GETINI $variable .IN-file [section]
par anet er

Extracts a parameter value from.anNl file.
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Example:
GETINI $Result c:\windows\win.ini [windows] ‘load’

The variableébResul t will contain the string that follows
the “=" in the “LOAD’ line of the section called
[wi ndows] within the file C: \ W NDOAS\ W N. | NI .

SETINI ini-file [section] paraneter
val ue

Inserts or changes a parameter in &Nl file. If the
section and/or the file do not exist, they will be created.

Example:

SETINI c:\wi ndows\wi n.ini [w ndows]
‘load’ ‘c:\norman\nvcsys.exe’

(Entered on one line.) This would replace everything after
“LOAD=" line in the Wi ndows] section and replace it with
c:\ nor man\ nvcsys. exe.

Example:

SETINI c:\wi ndows\wi n.ini [desktop]
‘lconspacing’ ‘75’

(Entered on one line.) This would setl“‘conspaci ng” in
the [deskt op] portion ofwi n. i ni to 75, regardless of
any previous setting.

GOTO #l abel

Go to the line in the script starting witkl“abel ”.
Example:

GOTO #end

IF <EXIST | 'EXIST | ERROR | $variabl e>
<= | 1> 'value’ {WRITE} {EXECUTE}
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The existing condition will process the next linein the
script. If acondition isfase, the next line will be skipped.
“EXI ST” checks for existence of paths and files, which
may also be checked for write and execute rights.

Example:
IF IEXIST ‘c:\norman\nvc.exe’ execute

This checksto seeif the file C:\NORMAN\NVC.EXE
exists with execute rights. If so, then the next linein the
script will be processed. If not, then the next line in the
script will beignored.

INCREMENT $variable

This command increments the integer value stored in the
variable by one. Use this command to enable the script to
create loops for repetitive tasks.

MAKEDIR path

Creates a directory or complete directory path.
Example:

MAKEDIR c:\temp\test\a

will create the complete path c:\temp\test\a

Note: All non-existent directoriesin the path will be
created at one time.

POPMESSAGE <message>

When this command is encountered in the script,
N_dist32.exe  will display a message box containing
the 'message’, and wait for the user to push the OK button.
If N_distisrunning in’very quiet’ mode (g!), the command
will be ignored.
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REGISTER and UNREGISTER

REGISTER ‘folder/group name’
{path ‘icon name’{’common‘}

Creates a folder/group and/or program icons on a
workstation desktop. On the NT platform, 'common’  will
register links in the common program'’s area.

Example:
REGISTER ‘Norman’ c:\\norman\win32\nvcnt.exe ‘NvcNT’

Thiswill create an icon for NVCNT. EXE named NvcNT”
in the Norman folder. If the folder does not exist, it will be
created.

In Windows NT and Windows 95/98, the folder
“St art up” is automatically resolved to the correct startup
folder name for the current language.

UNREGISTER f ol der/ group nane {icon
nane}

Removes a folder/group and/or program icons from a
workstation’s desktop.

If no icon name is given, then the folder/group will be
deleted only if no icons are present.

Example:
UNREGISTER ‘Norman’ ‘NvcNT’

Note: When processing the REGISTERand
UNREGISTERommands, N_DIST will update the
WIN.INI fileand set a new date and time on the file. If
you are running any access control software that monitors
the date and time of thisfile, you will receive awarning
from the access control software. Similarly, if the script
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contains commands to update files such as
AUTCOEXEC. BAT and CONFI G. SYS, your access control
software will most likely warn you about these changes.

When either REG STERor UNREA STER are used, acopy
of WN. I NI isstored asNRMAI NST. TMP in the Windows
directory. Changes are made to the file, and it is copied
back to W N. | NI . Then NRMW NST. TMP is deleted.
Please note, however, that there is an upper size limit of
1024 charactersper linein W N. I NI in order to make
these changes.

RENAME sour ce target

Renames afile.

Example:

RENAME ‘c:\config.sys’ ‘c:\config.bak’
REMOVE file 'word’ {all}

Removes one or multiple lines which contains 'word’

from afile. Al will remove al lines with the specified
word. If "all’ is not specified, only thefirst line
containing the 'word’  isremoved.

Example:
REMOVE ’c:\config.sys’*buffers’all

This removes all lines containing the word ’buffers’ in the
file CONFI G SYS.

RUN application {{command line
parameters for the application’}
{NOWAIT’}

Runs an application and returnsto the script when thejobis
finished. The application return codeis stored in the
reserved variable $Returnvalue
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On 32-bit platforms, 'nowait”  will cause the application
to be run as a separate process. N_DIST will then
immediately return.

Note: You should include the full path for the application.
If the application and its path includes spaces, then you
must enclose the compl ete path in single quotes.

In addition, you should never enclose the complete path
and the command line parameters together within one set of
single quotes.

Example:

RUN c:\norman\dos\nvc.exe ‘/lIfc:\norman\report.log’

Thisrunsthe application NVC. EXE asif the user had typed
this:

nvc.exe /Ifc:\norman\report.log

SEARCH $variable ENVIRONMENT ’string’

Searches the environment for the specified value and
returns the complete path (without th‘in the specified
variable.

Example:
SEARCH $Environ_pathl ENVIRONMENT ‘buffers’

Note: When using this command, the word
“ENVIRONMENT” must be used.

SEARCH $variable file phrase

Searches for a line within a file that contains a certain
phrase. Returns the complete line in the variable. The
phrase is case insensitive.

Example:

SEARCH $Line_for_phrase c:\config.sys ‘nvc.sys’
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Let's assume that: \ confi g. sys contains the line

“devi ce=c: \ norman\ dos\ nvc.sys /t /f”. The
command above instructs N_DIST to look for the line that
contains the phras@vc. sys”. When found, the

complete line will be returned to the variable called

$Li ne_f or _phrase.

Note: If there are multiple instances of the phrase in the
specified file, then N_DIST will only process the first
instance.

SEARCH $vari abl e startpath fil enanme
{case}

Searches for afile in a directory tree. You must state where
the search should start (you can use wildcards here) as well
as the filename. The filename is case-insensitive by default,
but you can turn case-sensitivity on by usingse”. The
complete path is returned in the specified variable.

Example:
SEARCH $Path_of file c:\*.* win.ini

This would search for the fii n. i ni in all ofc: , and
the complete path fox n. i ni would be returned in the
variable$Pat h_of file.

SET $vari abl e val ue

Assigns a value to the specified variable. You may set one
of the special variables, although we strongly recommend
against doing so.

Example:
SET $Source_directory = M\ NVC DI ST

The SET command can be used to identify the source and
target directories and folder name, for example. The
following is an extract from the distribution script
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automatically generated during the NV C Administrator
install:

NXD BEG N

set $Source="S:\ NVCADM N

set $Target =" C:\ NORVAN

set $Fol der="Norman Virus Control’
set $lnst_Nvc_Wn32= Yes’

set $lnst_Nvc_Hel p=’ Yes’

set $lnst_Nvc_Word6="Yes’

set $lnst_Nvc_Word7="No’

set $lnst_ReadMe= Yes’

set $lcon_Nvc="Norman Virus Control’

These commands will instruct the distribution script to pick
the NV C filesfrom the directory s: \ nvcadm n and
install them in the workstation&: \ nor man directory.
The folder name is set tdNor man Vi rus Contr ol 7,
and an icon with the same name is created.

WAIT {x}

Waits for a keystroke or farseconds.
Example:

WAIT 3

If a number is given, the N_DIST will wait for that number
of seconds. The wait time cannot be overridden.

If no number is given, then N_DIST will wait for a
keystroke and store the value of that key in the pre-defined
variable calledKEY. See page 73 for more information on
special variables.
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Options Used in the Distribution Script

It is possible to set options for N_DIST within the script
itself. To usethese options, simply insert alinein the script,
which contains the command:

option: option name.

The script will run with the specified option(s) from the
insertion point and onwards until you specify another
option.

Available Description | Notes
option
Log Log to default | By default, thelog will be
logfile written to the current
directory, and the
filename will be the name
of the script witha. | og
extension.

You can also specify this
option from the command
line with the parameter /
LF(fil enane).Unlike
Opti ons: Log,
however, you can specify
the filename from the
command line.

Append Append to the| By default, N_DIST

log file overwritesthe log file.
You can also specify this
option from the command
line with the parameter /
L fil enane).
Verbose Verbose log You may also usethe/ V
file command line parameter.
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Single Single-step | You may also use theS
script command line parameter.
interpretation

Nosingle Turn off There is no associated
single-step | command line parameter

for this function.

Nosound Turn off sound There is no associated
command line parameter
for this function.

Quiet Displays intro You may also use theQ
logo, system | command line parameter.
messages,
syntax errors
and user
messages only.

Veryquiet No output at| You may also use theQ)
all command line parameter.

Normal Resets There is no associated
“Nosound” | command line parameter
“Quiet” for this function.

“Ver yqui et
", and
“Ver bose”
options
Example:
Option: Verbose

N_DIST will give verbose screen output from the
“Opt i on” statement and onwards.

In the following example, you want to run a certain part of
the script in ‘Single-step’ mode, but the rest of the script
should run in non-single step mode. Insert tBerfgl e”

option command before the section where it should apply
and then theNosi ngl e” option at the point where it
should no longer apply:
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Special Variables

option: single
#Del eted d
i f exist $Target+ \DOS
goto #MakeDirs

option: nosingle

There are certain special variablesthat are set automatically
by the system. They can be read and displayed, but we do
not recommend that you set them yourself.

$Error

Is either TRUE” or “FALSE". The value is set to
"FALSE" by the execution of the next instruction. The
value is set toTRUE” if a line in the script is executed
unsuccessfully.

$Key

Holds the value of the keypress that is executed after a
“Wai t ” command that does not have a time delay.

$Returnvalue

Holds the return value from a routine called by the
“Run” command. If you wish to see the details on what
happens during theRun” command, use the

“Ver bose” option. The value o$Ret ur nval ue

will be held until the Run” command is used again.

$Startpath
Contains the startup path of N_DIST.
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Hints

$System

The value of this variable i3 N16”, “W N95”,

“W NNT”, “0S2” or “DOS”, depending on platform/
program environment. This variable is set when you
start N_DIST.

$Updated

This variable is set when you use ti@py”
command with tipdat e”. The initial value is NO’,
but it will be set to YES” if a ‘copy - update’ operation
actually performs an update of a file.

Note: This variable must be reset manually by tB&T”
command.

$SWindir
This variable contains the Windows root directory.
Example:C. \ W NDOAB\

$Winsysdir

This variable contains path to the Windows system
directory.

When you run a distribution script you will receive
messages whenever an error occurs.

Note: An error message does not necessarily indicate that
something is wrong. If, for example, a condition is not met
because it is irrelevant, an “error” message is generated for
informational purposes.
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Custom commands

Error messages are displayed when you run the distribution
script with the Qui et ” option but not when you run the
script with the Yer yqui et ” option.

If you want a full report about the installation/update, we
suggest that you run the distribution script with the verbose
and log to file options from the command line:

N_DI ST I NSNVC. NXD/v /| f

If you wish to monitor the installation, you can specify the
single-step optioh s. This option requires keyboard input
after each line in the script.

It is possible to write 32-bit DLLs containing specialized
commands which can be called from within a script. Please
contact Norman for more information on how this can be
done.
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Messaging

One of Norman Virus Control’s strengths is its messaging
features. If you are a network administrator, and a virus was
detected on a workstation, you want to know about it
without relying on the user picking up the phone and
calling you.

When NVC products are installed, you can receive virus
alert messages in these ways:

NVC products on the workstation send messages via IPX
communications to NVC for NetWareKireBreak”),
which can then forward those messages to:

« another installation of NVC for NetWare on the
WAN

* a NetWare group
* a network printer
» the system console

Note: In addition, FireBreak can forward the messages
along as SNMP traps.

Additionally, the workstation NVC products themselves
can send virus alerts as SNMP traps.

Please refer to the following sections called “NVC and IPX
Communications” and “NVC and SNMP Traps” below for
more details.

Furthermore, it is possible to customize messages that are
displayed by NVC workstation products when a virus is
detected. Please refer to the section called “Custom
Messages on NVC Workstations” on page 92.
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NVC and IPX Communications

NV C for DOS/Windows 3.1x, Windows 95, Windows NT,
and OS/2 (except the command line scanner for OS/2) can
send virus alert messages to NV C for NetWare
(“FireBreak”) through the Novell network protocol, IPX.

This intercommunication system allows for centralized
monitoring of virus events on your LAN or WAN and is
designed in a way that ensures proper information flow and
low load on the network. The quantity of information sent
is quite small, so this functionality will not negatively
influence network performance.

IPX Messaging from Workstations to Server

NVC.EXE
for DOS NVC.5%YS NYCW.EXE
| FIREBREAK |,
F FY v F F 3
SBB for NVC95.EXE NVCNT.EXE NVCPM.EXE
Windows 95
FIREBREAK Messaging:
FIREBREAK
, | Server
User ! i console
Netware | | Network
Group [ i Printer
SNMP Trap
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Requirements for Proper Communication

These are the versions of client software necessary for
NV C v4.00+ workstation products (with the exception of
NVC.SYS) to send IPX messages to FireBreak v3.60+.

DOS/Windows 3.1x:

¢ Netx
« VLMs
* NetWare Client 32 for DOS/Windows 3.1x

Note: Only VLMs support Canary on the server.

Windows 95:
* NetWare Client 32 for Windows 95

Windows NT:
* NetWare Client v4.0 for Windows NT

Note: Microsoft's Client Services for NetWare (available in
Windows 95 and Windows NT) are not supported by NVC
IPX communications. Therefore, in Windows 95 and
Windows NT, you must be running NetWare's client
software.

0Sr2:

* NetWare Client v2.12 for OS/2

NVC workstation products (with the exception of
NVC.SYS) will send messages to all versions of FireBreak
via IPX, but only FireBreak v3.60+ will accept them.

IPX messaging from NVC workstations doesn't include
messages about viruses found in memory.
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FireBreak must be up and running on the NetWare server to
which the workstations are attached. Although the
workstation programs will send messages via IPX if
FireBreak is not loaded, FireBreak must be loaded in order

to accept the messages.

Multiple Server Networks

If the network contains more than server, the NVC
workstation programs will pass a message to the server that
has the highest priority. This feature follows the guidelines
defined by Novell. Asarule, this server will be the server
which the user islogged onto. Eventually the message can
be sent to another server by usingthe “Set Pr ef err ed
Ser ver ” command inNET. CFG (See the NetWare
documentation for more information).

Number of Messages Sent per Session

To minimize the load on the network, the system is
designed to keep the number of messages that are being

Copyright © 1999 Norman



80 « Norman Virus Control - Administrator’'s Guide

sent by the NV C workstation products to a minimum. The

following table gives an overview:

Program Number of mes- Number of | Other details
sages sent per “ses- | messages
sion” sent out by
FireBreak

NVC. EXE for| Eachtimeavirusis | Oneonlyfor| All virusaert

DOS, found. each messages

NVCW EXE, workstation | received by

NVC95. EXE, scanning FireBreak

NVCNT. EXE, session. from the

and workstations

NVCPM EXE will belogged.
In addition,
information
about these
messages
received by
FireBreak will
be displayed
on FireBreak’s
monitor
screen.
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NVC. SYSand
the Smart
Behavior
Blocker for
Windows 95

Oneonly for each
workstation boot
session. That is, if
you have had 5
warnings from

NVC. SYS between
the time that you
turned your machine
on and off, then only
1 alert will be sent to
FireBreak.

However, NVC. SYS
does keep arunning
tally of virus
warningsin

C: \ NVCSYS. LOG
and the Smart
Behavior Blocker for
Windows 95 keeps a
similar tally in

C: \ NORM SA. LOG

Oneonly for
each
workstation
boot
session.

All virus dlert
messages
received by
FireBreak
from the
workstations
will be logged.

In addition,
information
about these
messages
received by
FireBreak will
be displayed
on FireBreak’s
monitor
screen.

Nature of the Message

The virus alert message sent from NV C workstations to

FireBreak contains the following information:

* The name of the program that generated the
message

* The user logon name (may be "Unknown" if the
name is not available)

» The physical address of the workstation
* Date and time
* The name of the virus

» The location of the virus, for example filename,
boot area, or memory)

FireBreak receives this information and assimilates it

according to the manner in which it is configured. See the

NVC for NetWare User’s Guide for more information.

Copyright © 1999 Norman



82 « Norman Virus Control - Administrator’'s Guide

Messages While Not Logged In

Evenif an NV C workstation is not logged onto the server
running FireBreak, the NV C workstation programs will
still recognize the NetWare driversin memory and send
virus alert messages via | PX. When this happens, however,
the user’s ID is unknown, and FireBreak reportsit as
“Unknown”.

NVC and SNMP Traps

SNMP stands for "Simple Network Management Protocol".
It is a protocol which controls and monitors TCP/IP-based
networks. An SNMP management station may poll an
SNMP agent to obtain information about the agent system.
The management station uses UDP (User Datagram
Protocol) on port 161 to send a PDU (Protocol Data Unit)
containing such a request.

A system does not have to be polled to transmit information
to the management station. Another SNMP mechanism is
called a “trap”. An SNMP agent may send a trap message
to the management station without being polled. This is
typically done when something extraordinary has occurred.
UDP port 162 is used for SNMP traps.

Note: SNMP is not supported for the Windows 3.1x
command line scanner (NVC32X.EXE).

NVC products support SNMP traps in the following ways:

* If our SNMP configuration fileTCP_I P. CFG is
present, Norman’s scanners for Windows 3.1x,
Windows 95, Windows NT, and OS/2 as well as the
Smart Behavior Blocker for Windows 95 and Cat’s
Claw can send virus alerts as SNMP traps.

* |n addition, virus alerts that are sent via IPX from
NVC workstations to NVC for NetWare
(FireBreak) can be forwarded from FireBreak as
SNMP traps.
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Note: Werefer to TCP_| P. CFGas our SNMP extension.
SNMPtrap

SNMPtrap is a utility to debug applicationsthat are
supposed to send SNMP traps when certain events occur.
When started, the application uses WinSock to receive
UDP/IP packets on port 162. When packets are received,
they are dumped in a straight hex format on the screen. If
the trap is recognized, it may also be decoded to yield the
information contained within the ASN.1 PDU. Thisis done
by clicking on the Decode button. If the trap is not
recognized, the Decode button is not available.

The Clear button will clear the data output windows.

SNMPtrap will automatically try to do areverse DNS
lookup to determine the name of the sender of the trap.

SNMPtrap isonly atool for debugging. It isnot intended to
replace SNM P management software.

SNMP Extensions Diskette

Norman ships its SNMP extensions on a separate diskette
from our NV C products for DOS/Windows 3.1x, Windows
95/98, Windows NT, and OS/2.

The SNMP extension diskette contains al the necessary
filesfor PC-NFS, Lan Workplace and OS/2:

Filename Description

README.TXT Thisfile contains any last-minute changesto this
documentation.

SNMPTRAPRPEXE| A trap debug routine. It can run on Windows 9x/
NT systemswith TCP/IP installed.

SYSTEMS.TXT | AnASCII configuration file which contains the
user-defined message and the names of the
serversthat areto be notified by the agent. This
fileisan example only O users are to modify
this file according to their own needs.
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SETURPEXE A configuration program that compiles the file
SYSTEMS.TXT into TCP_IP.CFG, whichisthe
configuration file used by the agents.

NORMAN.MIB | The SNMP MIB file that iscommon to all
Norman products. Some network administration
software may require thisfile to be able to
interpret incoming NV C traps.

IP_TEST.EXE This program sends a dummy trap to the list of
management stations specified in the
configuration file TCP_IP.CFG. It may be
helpful when troubleshooting an installation.
Thisis a DOS application which requires the
presence of TSND.EXE. The application can not
run with WINSOCK.

Preparing the SNMP Extensions

Note: Before preparing the extension, make sure that TCP/
IP is up and running by issuing a “ping” command or
something similar.

Copy all the files from the root directory of the SNMP
extensions diskette into the directory where your Norman
programs reside. Then depending on your environment,
copy TSND. EXE from the corresponding subdirectory

(\ PC_NFS,\ LAN_WP, or\ OS2) into the directory where
your Norman programs reside.

Now you are ready to configure the system. Edit the file
calledSYSTEMS. TXT, using DOSEDI T, Windows
Notepad, or any other ASCII editor.

SYSTEMS. TXT contains a list of the machines in the
network where SNMP traps are to be sent. You may also
enter a message string that is to be included with the trap.
An example oSYSTEMS. TXT is shown below:

; Norman Data Defense Systens TCP/IP server nane file

; This file lists the nanes of the servers that are to
; be notified in case of a virus incident. Lines starting

; with ;' are ignored and can be used for conments. Up
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; to 150 server nanes may be given in this file.

;A custom desi gned nessage of max. 70 characters nay be

; included on any separate line, starting with the character
@,

; This brief nessage nmay be used to identify the sending

; systemin nore detail, etc.

; You may enter a conmunity nane other than ’'public’ by

; entering the nane after the '# character bel ow.

; The program ’'setup.exe’ will conpile this file into a

; configuration file called "TCP_IP.CFG, to let NVC generate

; TCP/I P nessages.

; The following is a list of target systens

nor man

; The following is the user-definabl e nessage (not required)

@his is a custom nmessage.

; The following is the community nanme (not required)

#public

Asyou can see, comments may be included on any line by
starting the line with a semi-colon. A custom message is
included by starting the line with the charact@r.

In this example, SNMP traps will be sent to the machine
NORMAN. All specified machinemust be available in the
hosts table on the workstation or its name server so that
valid IP-addresses can be resolved from the names.
However, can you enter a specific IP-address manually.

If you want to use an SNMP community name other than
the default of publ i ¢”, then edit the line starting with
H#"

After theSYSTENMS. TXT file has been edited, you must

compile it usingSETUP. EXE in order to create the file
TCP_I P. CFG

Copyright © 1999 Norman



86 « Norman Virus Control - Administrator’'s Guide

Note: TCP_I P. CFGisrequired for any SNMP trap to be
sent from an NV C workstation (i.e., it is not required for
FireBreak to forward virus alert messages as SNMP traps).

Testing the SNMP Extensions

A test program called | P_TEST. EXE isincluded on the
SNMP extension diskette. This program will send atest-
trap to the systems specified in TCP_I P. CFG.

| P_TEST. EXE will return avariety of messages,
depending on whether or not the operation ended
successfully. The MIB id for the test-trap is
Internet.1007.1.7.

Receiving Traps

Normally, management software like 'HP OpenView’ is
used for receiving traps. We have included a small 32-bit
application called SNMPtrap on the SNMP diskette. This
Windows 9x/NT application is a debug trap receiver which
you can use to check that the system is transmitting traps as
intended.

Troubleshooting SNMP Extensions

Following are explanations to some of the error messages
that may be returned by the configuration program
(SETUP. EXE) and the test prograrh®_TEST. EXE).

Configuration Program Error Messages

The configuration progranSETUP. EXE) uses the data
contained in the fl&YSTEMS. TXT to generate a
configuration file. This is a short overview of some of the
error messages that may be encountered when running
SETUP. EXE:
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The messages below all refer to errors with the system
names, custom message, or community name in
SYSTEMS. TXT.

Error in line x: Server nane is too |long: <nanme>.

Error in line x: Illegal character in position y of name: nanme>.
Error in line x: Duplicate nane: <nane>.

Error in line x: Custom zed nessage is too | ong. Line ignored.

Error in line x: Comunity nane is too |ong. Line ignored.

To correct an error, edit the file again. The error messages
should tell you on which line the error occurred. Remember
that:

* asystem name cannot exceed 8 characters in length.
* asystem may only occur once in the file.
The following messages are self-explanatory. The first two
appear if there is a problem with the f8¥STEMS. TXT.

Make sure that this file exists in the directory from where
you runSETUP. EXE.

Error: Cannot find systenms nane file.
Error: Cannot open systenms nane file.

The next two messages appear when, for some reason, the
setup program is unable to create theTi@ | P. CFG

Error: Cannot open configuration file.

Error: Could not wite to configuration filel

Make sure that there are enough file handles available and
that there is room enough on your disk.

The following message appears if there are no system
names irSYSTEMS. TXT. The program will still generate
a configuration file, but no traps will be generated by the
applications.

Warni ng: No system names given
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Test Program Error Messages

Thetest program, | P_TEST. EXE, will normally terminate
with the following message:

Trap PDU sent, Result OK

This means that a trap was successfully generated and sent
to the systems specified in SYSTEMS. TXT. The program
will list the systemsto which it is sending traps. If the list
does not match the systems that you specified in
SYSTEMS. TXT, you will haveto re-run SETUP. EXE to
generate a new configuration file.

If you enter an illegal command line option when you run
| P_TEST. EXE, the following will appear:

Illegal option: <option>

Available options are:

/F<text> : Send alternate file location string
/ T<nunmber>: Send alternate enterprise trap nunber
/V<text> : Send alternate virus nane string

Asit appears, it is possible to send any file location string,
enterprise trap number and virus name string to the
systems. Using this feature makes it easy to customize the
service routines at the receiving end. Remember that the
specific trap number indicates whether avirusis normal (1)
or dangerous (2).

Following are brief descriptions of other error messages
that may be produced by | P_TEST. EXE:

When the configuration file TCP_I P. CFGis not available
in the NV C directory, you will see:

Cannot open configuration file.

The following message means that the local TCP/IP
environment is not installed and/or not running.

The client is not installed.
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When the configuration file TCP_| P. CFGis defective,
you will see:

Configuration file checksum error!
To solve this, generate a new one using SETUP. EXE.

These messages result from alack of free memory on the
local system:

Unabl e to generate PDU
Coul d not allocate buffer!
Qut of nmenory error, XXxX.

If thereisaproblem reading TCP_I P. CFG(most likely
because of a problem in the DOS environment) you will
see:

Coul d not read configuration file.

The following message means that there are problems with
the port at the receiving end of the connection.

Coul d not open endpoi nt!

If your configuration file does not contain any systemsto
which to send traps, you will see:

Configuration file is enpty!
The solutionisto edit SYSTEMS. TXT.

The following message indicates that the program was
unable to establish a connection with the specified system.
Usually, thisis because the receiving system is down. If
many systems are not responding, only the last one will
show in the error message.

Coul d not send to system nane no. Xx!

If the specified system does not resolve to avalid | P-
address, this message appears:

System name no. x is not valid!
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Check that the system appearsin your hosts-file or at your
name server.

Installing the SNMP Extensions onto an NVC Workstation

Onceyou have verified that the TCP_I P. CFGfilethat you
generated is valid, then you must copy it to aworkstation
that already has NV C installed.

You can placeit in either of two places depending on which

NV C products you would like to be generating the SNMP

traps:

* If you wish either the DOS or OS/2 command line

scanners to generate the SNMP traps, then place
TCP_I P. CFGin the subdirectory of: \ NORVAN
that is associated with the appropriate operating
system. For example, if you wish the SNMP trap to
be generated by the OS/2 command line scanner,
then plac&CP_I P. CFGin theC: \ NORMAN\ OS2
directory. Remember to also place the appropriate
version ofTSND. EXE in the same directory.

* If you wish NVC for Windows 3.1x, Windows 95,
Windows NT, or OS/2 (the PM version) to generate
the SNMP traps directly, then plat€P_I P. CFG
in the subdirectory of: \ NORMAN that is
associated with the appropriate operating system.
For example, if you wish the SNMP trap to be
generated by the Windows NT scanner, then place
TCP_I P. CFGin theC: \ NORMAN\ W N32
directory. In this case, there is no need for
TSND. EXE to be copied to the workstation.

Note: Alternatively, you can plac&CP_I P. CFGin the
directory in the common Norman directofy. § NORVAN
by default) in either of these cases.

In order to distribute the SNMP installation throughout a
network, you can distribufeCP_I P. CFGand TSND.EXE
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using N_DIST. See “Interpreting and Editing the
Distribution Script” on page 55 for more information.

SNMP Technical Issues

SNMP is gaining popularity in network communities every
day. It provides a well-structured common platform for
network management and makes it easy to keep control in
networks of any size.

Products from Norman have their own place in the SNMP
MIB tree.

When a trap is sent from any of Norman's anti-virus
applications, the trap number is 6, which means that the
enterprise-specific trap number is set. The enterprise-
specific trap from Norman anti-virus programs indicates
whether or not the virus that has been discovered is
dangerous. Specifically, trap number 1 indicates normal
viruses, while number 2 indicates dangerous viruses.

Traps that are sent from Norman applications have the
following IDs:

Program name ID

NVC. SYS and NORM SA. EXH .1.3.6.1.4.1.1007.1.1
NVC. EXE for DOS .1.3.6.1.4.1.1007.1.2
NVCW EXE, NVC95. EXE, .1.3.6.1.4.1.1007.1.3
NVCNT. EXE

NVCPM EXE .1.3.6.1.4.1.1007.1.4
FI REBRK. NLM .1.3.6.1.4.1.1007.1.5
| P_TEST. EXE .1.3.6.1.4.1.1007.1.7

In the future, additional applications will be added to the
Norman sub-tree.

There is a variable bindings list included in Norman virus
traps. It consists of four octet strings containing
information about the virus attack.
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Octet-string no.1: This string contains the origin of the
message (user login and machine name).

Octet-string no.2: If possible, this string indicates the
name of the virus that has been detected.

Octet-string no.3: This string indicates the location
(filename) of the virus.

Octet-string no.4: Contains the user-defined message
included in thelocal TCP_I P. CFGconfiguration file.

Custom Messages on NVC Workstations

Norman’s scanners have a built-in scripting language that
allows you to customize the messages displayed by the
scanners when avirusis found as well as standardize on
certain options. When thisfeature isin use, it overrides
some of the settings contained within each individual user’s
Norman setup files.

The scanners must find afile called NVC. M5Geither in the
directory in which the scanners reside or in the common
Norman directory (C:. \ NORMAN by default). Thisfileis
not provided by Norman. Rather, you must create it if you
wish to use this feature.

All Norman’s GUI scanners support these custom message
features, but the command line scanners only support some
of the features. Therefore, unless otherwise specified, this
discussion covers Norman’'s GUI scanners.

Note: If you wish to use this feature with Norman’s scanners
for Windows 95/98 and Windows NT, then you must do the
following:

1. Start the Registry Editor.

2. Under HKEY_CURRENT_USER\Software\Norman\NVC,
edit a new string value nameNVCMSG'. Set the value as the
path where th&lVC. MSGfile resides.

Copyright © 1999 Norman



Messaging « 93

Creating NVC.MSG

In order to create NVC. M5G you must use certain tokens
and block symbols, taking into account these rules:

e it must be a plain, ASCII file

* any line preceded by a * is considered to be a
comment and therefore ignored

* any tabs and spaces preceding any line is ignored
» each token must reside on its own line

» each line must be less than 70 characters long and
must end in a carriage return

» except for the conditions above, any ASCII
characters may be used

To ensure that your work remains untouched by any user,
you should sellVC. M5Gto be read-only (and hidden, if
you want to be extra careful).

There are five groups of what we c@bntrol tokens:

1. User-defined messages. You may use block symbols in
conjunction with these tokens.

Button

Report

Move file
Unattended mode

a ks wn

Control Tokens

When you use the control tokens, the Styles option will be
grayed (and therefore unavailable). In addition, whichever
of the scanning options that you override inKME. VSG

file will also be grayed.

For instance, if you set the report name to always be
C:. \ NORVAN\ VI RUS. RPT, then the user wilhot be able
to edit this filename in the scanning options dialog box.

The syntax for using tokens is as follows:
SYMBOL=VALUE
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and no spaces are allowed on either side ofthe “

User-Defined Messages Tokens

Syntax:
@QJSR_NMSG@=NONE

When this command appearsNWC. M5G, the GUI
scanners will display their standard dialog box when a virus

is found, even if any of the tokens listed below (such as
@/I R@ are used:

'=-| Scanning results

P

Pozszible virus found!

Press 'Help' for tips on virus repan

When this command doast appear ifNVC. M5G the GUI
scanners will display any message that you construct, up to
10 lines long, when they find a virus.

=| Your title bar text here

Your text megzage here

Continue | Cancel I| Delete file || Move file__. I

As you can see, the user may choose to continue the scan,
cancel (abort) the scan, delete the file, or move the file. All
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of these can be disabled by using the button tokens (see

“Button Tokens” below). Your message can be static, as in
“Don't panic”, or you may devise a dynamic message by
using three additional tokens and/or block symbols:

Syntax:
@ VI@title bar text]

Use this if you wish to customize the text in the title bar of
the dialog box the GUI scanners display when they find a
virus.

For example, the line:
@ VI @NVCW has det ected a possi bl e virus
would produce a title bar like this when a virus is found:

‘ =| NVYCY/ has detected a possible virus ‘

Syntax:
@OoC@

Use this if you wish your message to include the location of
the virus that was found. For example, the line:

A virus was found in @QOC@

in conjunction with thegHl VI @line above, would produce
a screen like this when a virus is found:
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=-| NYCW has detected a possible virus

A virus was found in C:AYIRUSESMANARKIA COM.

Continue ! Cancel || Bolvte s || Move file.._ I

Note: the @Q.OC@token is supported by the command line
scannersif the command is found within a block symbol
structure (see below).

Syntax:
@/ R@

Use thisif you wish your message to include the name of
the virus that was found. For example, the line:

@/ R@was found in @QOC@

in conjunction with the @1l VI @ ine above, would produce
ascreen like thiswhen avirusis found:

=-| NYCW has detected a possible virus

The virus “Jerusalem related” was found in C:AVIRUSESMANARKIA COM.

‘Continue: Lancel || Delete file || Move file.__ I
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Note: The @/I R@token is supported by the command line
scanners if the command is found within a block symbol
structure (see below).

You may aso use block symbols as part of your message if
you wish your message to be dependent on what type of
virus was found and where it was found.

The syntax for using a block symbol is as follows:
BLOCKSYMBCOL

Text you wish to display when this type of virusisfound or
when the virusisfound in thislocation

#END
There arefive different block symbols:

Block Sym- | The text on the line following this block

bol symbol is displayed when...
#HINRAM anon-stealth or non-destructive virusis
found in RAM.

#C INRAM | astealth or destructive virusisfound in
RAM. (In this case, scanning must be

aborted.)

#INBS avirusisfound in the Master Boot Sector
or System Boot Sector.

#INFILE avirusisfound in afile.

#HINARCH avirusisfound in an archivefile.

Note: The block symbol structure is necessary in order to
use this custom message feature for the command line
scanners.

For example, the lines:
#1 NARCH

Copyright © 1999 Norman



98 « Norman Virus Control - Administrator’'s Guide

The virus "@/IR@ is within the archive
file @QOC@

#END

would produce the message “The virus xxxx is within the
archive file xxxx” only when you have instructed the
scanners to look within archive files, and it detects a virus
within an archive file.

You may use any of these block symbols in conjunction
with any other message you wish to display. In other words,
these block symbol messagesmo override other
messages.

Note: All block symbols are supported by the command
line scanners.

Button Tokens

Syntax:
@XEY_CNT @NONE

When this command appearsNNC. MG, the
[Cont i nue] button on the “virus found” dialog box will
be grayed. This means that the scan will be aborted.

When this command doast appear ilflVC. M5G the

[Cont i nue] button on the “virus found” dialog box will

be available. This means that the user can continue a scan
when a virus is found.

Syntax:
@XEY_ABT @NONE

When this command appearsNRWC. M5SG, the [Cancel ]
button on the “virus found” dialog box will be grayed. This
means the user cannot abort a scan. In addition, the user
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cannot double-click the control menu in order to close the
dialog box.

When this command does not appear in NVC. M5G the
[Cancel ] button on the “virus found” dialog box will be
available.

Syntax:
@XEY_DEL @NONE

When this command appearsNKWC. MSG, the Pel et e
fi | e] button on the “virus found” dialog box will be
grayed. This means the user cannot delete an infected file.

When this command doast appear ilflVC. M5G the
[Del ete fil e] button on the “virus found” dialog box
will be available.

Syntax:
@XEY_MOV@NONE

When this command appearsNWC. M5SG, the Move
fi | e] button on the “virus found” dialog box will be
grayed. This means the user cannot move an infected file.

When this command doast appear ilflVC. M5G the
[Move fil e] button on the “virus found” dialog box will
be available.

Report Tokens

Syntax:
@REP_APP@-NONE

When this command appearsNKWC. MSG, the user may
not append the results of the scan to a previous report file.

When this command doast appear ilfNVC. M5G the user
may append the results of the scan to a previous report file.
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Syntax:
@REP_OVW@=NONE

When this command appears in NVC. M5G the user may
not overwrite a previous report file.

When this command does not appear in NVC. M5G the user
may overwrite a previous report file.

Syntax:
@REP_NEW@=NONE

When this command appears in NVC. M5G, the user may
not specify a new name for the report file.

When this command does not appear in NVC. M5G the user
may specify anew name for the report file.

Syntax:
@REP_NOR@NONE

When this command appears in NVC. M5G, the user may
not turn off the reporting function.

When this command does not appear in NVC. M5G the user
may turn off the reporting function.

For example, if you decide that reports should always be
appended to a previous report, you would include these
threelinesin NVC. M5G

@REP_OVW@=NONE
@REP_NEW@=NONE
@REP_NOR@=NONE

Syntax:
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@REP_FI L@
This token can appear two ways.

When this command appears as @REP_FI L@ YES in
NVC. M5G areport is always generated.

When this command appears as @REP_FI L@NONE in
NVC. M5G areport is never generated.

Syntax:
@REP_NAM@x[ fi | enane]

Thistoken specifiesanamefor the report file. For example,
if you would like al report files to be written to

F: \ USERS\ VI RUS. RPT, thelinein NVC. MSGwould
appear as:

@REP_NAM@=F\USERS\VIRUS.RPT

Thistoken must be immediately preceded by the token
@REP_FI L@ YES. Otherwise, thistoken will be ignored.

Syntax:
@Q.0OG_DI R&YES

Thistoken specifiesthat all directoriesthat are scanned will
be listed in the report file.

Syntax:
@Q.OG_FI L@&YES

This token specifiesthat all filesthat are scanned will be
listed in the report file. When the lines:

;@LOG_DIR@=YES
;@LOG_FIL@=YES
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appear in NVC. MSG, the only information included in the
report file isthe names of infected files (and not all scanned
directories and not all scanned files)

Move File Token

Syntax:
@OV _DI R@[ di rect ory]

Thistoken instructs the GUI scanners to move all infected
filesto the specified directory. If avirusisfound and this
token is being used, the user cannot continue until the
infected file is moved to the specified directory.

Unattended Mode Token

Syntax:
@/0D_AUT @NONE

When this command appears in NVC. M5G, the [Don’t

stop on virus ] option in the scanning options dialog

box is grayed. This means that the “virus found” dialog box
will pop up after each virus that is found.

When this command does not appealMC. M5G the

[Don’t stop on virus ] option in the scanning

options dialog box is available. This means that the “virus
found” dialog box pops up only once, no matter how many
viruses are found.

Sample NVC.MSG File

; Sanpl e NVC. MsG file which
1: Overrides info in NVC IN
2: Defines user-defined nessages to display when a
; virus is found.
; the @QUSR_MSG@NONE |ine below (including the ";") turns
; on user-defined nessages
; @JSR_MSG@NONE

; the line below sets the text of the title bar
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@ VI @WCW has detected a possible virus

; the lines below are text that appear each time a virus
; is found

;they will appear along with the text from other tokens.
If FireBreak is running, a report of this virus detection
has been sent to the network administrator.

Call John at extension 1234 for help.

; the @OV_DIR@Iine below (incl the ";") suppresses

; mandatory noving of files

; @OV_DI R@eg: \i nfected

; The line below disallows the ability to delete infected
; files

@XEY_DEL @NONE

;the @GKEY_MOV@ 1 ine below (incl the ";") allows the user

; to nove a file

; @GKEY_MOV@NONE

; the line bel ow nmandates that the report be witten to

7 C\VIRUS. RPT

@REP_NAM@=C: \ VI RUS. RPT

;the 2 @QOG lines below (incl the ";") nean only infected
; files are | ogged

; @.OG_DI R@&YES

: @OG_FI L@&YES

;the lines bel ow set the nmessage for when a virus is in a
; file

#| NFI LE

The virus "@QVIR@ is in the file @QOC@

Use NVC. EXE with the /CL paraneter to clean the file.
#END
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Error messages
configuration program, SNMP, 86
test program, SNMP, 88
ERRORS.LOG, 53, 54, 55

—F—
FireBreak, 76, 77, 81, 82, 86
FIREBRK.NLM, 91

—_G—
GETDRIVE command, 63
GETINI command, 63
GETREGISTRY command, 58
GOTO command, 64

—_—H—
Hints, N_DIST, 74
HISTORY .LOG, 53, 54, 55
host program, 3

IDE

Turbo cards, 20
IF command, 64
INSERT command, 60
INSTALL.EXE

for 0S/2, 52

unattended delete, 54

unattended update, 54

unattended with custom settings,

53

unattended with defaults, 52
Installation

central, 23

running from the network, 50
Instaling

deselect modules, 27

in amixed environment, 39
Installing the SNMP extensions onto

NV C workstations, 90

Interpret the distribution script, 55
IP_TEST.EXE, 84, 86, 88, 91
IPX communications, 77

content, 81

multiple server networks, 79

number of messages per session,

79
requirements, 78
while not logged in, 82

—L—

LAN Server, 38
LAN Server, and N_DIST, 38
Log to default log file, 71

—_—M—
MAKEDIR command, 65
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Master Boot Sector, 20, 97
Messaging, 76

MIB, 86

MIB file, 84

MIB tree, 91
Move file token, 102
MSCOMSTF.DLL, 28, 31
MSDETSTF.DLL, 28, 31
MSINSSTF.DLL, 28, 31
MSSHLSTF.DLL, 28, 31
MSUILSTF.DLL, 28, 31
Multiple server networks, 79

—N—
N_DIST
and NV C platforms, 36
customizable central installs, 24
running, 31
N_DIST and LAN Server, 38
N_DIST and NetWare, 37
N_DIST and NT Server, 38
N_DIST.EXE, 28, 31, 37
N_DIST16.EXE, 28, 31, 37
N_DIST2.EXE, 28, 30, 37
N_DIST32.EXE, 28, 37
Nature of the message, 81
NCFTE, 9
Editing the common update sec-
tion, 11
Editing the NSE Update Section,
12
Editing the security options, 10
options, 10
NCFTE options, 10
NET.CFG, 79
NetWare, 17, 37, 79, 82
NetWare client software, 78
NetWare, and N_DIST, 37
Networks, multiple servers, 79
Norman Internet Update (NIU), 8
Norman Package Distribution, 3, 41
Norman Virus Control Administrator,
24,25
DOS/Windows 3.1x, 25

05/2, 29

Windows 9x, 25

WindowsNT, 25
NORMAN.MIB, 84
NORMISA.EXE, 91
NPD

add package, 45

login servers, 46

main window, 44

NetWare servers, 46

NRNDDET, 42

NRNDDET.EXE, 46

policy, 47

subdirectories, 43

system requirements, 42

Windows NT server, 46

workstations, 48
NRMWINST.EXE, 28, 31
NRMWLNK.EXE, 28, 31
NT Server, and N_DIST, 38
Number of 1PX messages during ses-

sion, 79
nupgrade.exe, 8
NVC for NetWare, 76, 82
NV C platforms, and N_DIST, 36
NVC.EXE, 91, 103
NVC.MSG, 92, 94, 98, 99, 100, 101,
102

creating, 93

samplefile, 102
NVC.SYS, 18, 19, 20, 91
NVC.SYSand PC-NFS, 21
NVC32.CFG, 40
nvc32.cfg, 9
NVC95.EXE, 91
NVC95.NXD, 27
nvchin.def, 21
nvcmacro.crt, 49
nvcmacro.def, 21
NVCMSG string value, 92
NVCNET.CFG, 21
NVCNT.EXE, 91
NVCNT.NXD, 27
NVCOS2.NXD, 30
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NVCOS2.RSP, 53
NVCPM.EXE, 91
NVCW.EXE, 91
NVCW.NXD, 27
NXD BEGIN, 55
NXD END, 55
NXD file, 25

g
Octet strings, 91
OPTIMIZE, 20
OPTION command, 71
Options
in distribution script, 71

—_—pP—
PC-NFSand NVC.SYS, 21
ping, 84
Preparing the SNMP extensions, 84
Prevent scanning remote drives, 21

—Q—
QEMM386.5YS, 19

—R—
RAM disk, 17
RAMDRIVE.SYS, 18
README.TXT, 40
Receiving Traps, 86
REGISTER command, 66
Registry Editor, 92

Remote drives, prevent scanning of, 21

REPLACE command, 61
Report tokens, 99
Reserved and predefined variables
$Startpath, 73
$System, 74
$Windir, 74
$Winsysdir, 74
Reset option, 72
ROM, 20
RUN command, 67

Running N_DIST, 31

—_—S—
Sample NVC.MSG File, 102
scanning engine, 3
Script commands
BEEP, 57
CLEARREGISTRY, 57
COPY, 58
CUTWORD, 59
DELETE, 62
DISPLAY, 62
GETDRIVE, 63
GETINI, 63
GETPATH, 63
GETREGISTRY, 58
GOTO, 64
IF, 64
Increment, 65
INSERT, 60
MAKEDIR, 65
OPTION, 71
Popmessage, 65
REGISTER, 66
REMOVE, 67
RENAME, 67
REPLACE, 61
RUN, 67
SEARCH, 68, 69
SET, 69
SETINI, 64
SETREGISTRY, 58
UNREGISTER, 66
WAIT, 70
Script options
Append, 71
Log, 71
Normal, 72
Nosingle, 72
Nosound, 72
Quiet, 72
Single, 72
Verbose, 71
Veryquiet, 72
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SEARCH command, 68, 69
Security Options, 9

NCFTE, 9
SET command, 69
SETINI command, 64
SETUP.EXE, 84, 86, 87, 89

for DOS/Windows 3.1x, 51

for Windows 95, 51
SETUP.EXE for Windows NT, 51
Single-step option, 72
SNMP, 82, 91

configuration program error mes-

sages, 86

technical issues, 91

test program error messages, 88
SNMP extensions, 83

installing onto NV C workstations,

90

preparing, 84

testing, 86

troubleshooting, 86
SNMP traps, 76, 82
SNMPtrap, 83, 86

DNS lookup, 83
SNMPTRAP.EXE, 83
Specid variables, 73
Suppress warning, 21
System Boot Sector, 97

SYSTEMS.TXT, 83, 84, 86, 87, 88, 89

—_—T—
TCP/IP, 82
TCP_IP.CFG, 82, 84, 85, 86, 87, 88,
89, 90, 92
Testing the SNMP extensions, 86
Token, 93

Troubleshooting SNMP extensions, 86

TSND.EXE, 90

Turbo IDE cards, 20

Turn off
single-step option, N_DIST, 72
sound and screen, N_DIST, 72
sound option, N_DIST, 72

| —

UDP/IP, 83
Unattended mode token, 102
UNREGISTER command, 66
Update

central, 23
User-defined messages tokens, 94
Using optionsin distribution scripts, 71

. y

Variables

specia, 73
VDISK.SYS, 18
Verbose option, 71
Veryquiet option, 72
VxD

definition files, 3

—_— W\
WAIT command, 70
WIN.INI, 56
WinSock, 83
Workstation anti-virus products
technical details, 16
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