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Limited warranty

Norman guarantees that the enclosed diskette/CD-ROM and
documentation do not have production flaws. If you report a flaw
within 30 days of purchase, Norman will replace the defective
diskette/CD-ROM and/or documentation at no charge. Proof of
purchase must be enclosed with any claim.

Thiswarranty is limited to replacement of the product. Norman is not
liable for any other form of loss or damage arising from use of the
software or documentation or from errors or deficiencies therein,
including but not limited to loss of earnings.

With regard to defects or flaws in the diskette/CD-ROM or
documentation, or this licensing agreement, this warranty supersedes
any other warranties, expressed or implied, including but not limited
to theimplied warranties of merchantability and fitness for a particul ar
purpose.

In particular, and without the limitations imposed by the licensing
agreement with regard to any special use or purpose, Norman will in
no event be liable for loss of profits or other commercid damage
including but not limited to incidental or consequentia damages.

Thiswarranty expires 30 days after purchase.

Theinformation in this document as well as the functionality of the
software is subject to change without notice. The software may be
used in accordance with the terms of the license agreement. The
purchaser may make one copy of the software for backup purposes.
No part of this documentation may be reproduced or transmitted in
any form or by any means, electronic or mechanical, including
photocopying, recording or information storage and retrieval systems,
for any purpose other than the purchaser’s personal use, without the
explicit written permission of Norman.

The Norman logo is aregistered trademark of Norman ASA.

Names of products mentioned in this documentation are either
trademarks or registered trademarks of their respective owners. They
are mentioned for identification purposes only.

NV C documentation and software are
Copyright © 1999 Norman ASA.

All rights reserved.

Copyright © 1999 Norman
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Conventions

We use the following conventions throughout this manual:

When we give examples of what you should type in order
to use a particular program, the exampleslook like this:

format a: /s /u [Enter]
We designate certain keys by surrounding the keyname
with"[" and "]", asin:

[Ctrl]

When we describe a series of menu choices for you to
choose, we will use the following:

Start|Run

This meansthat you should click on "Start” and from there
click on the "Run" menu item.

Hints and important notes appear in boxes like the one
below:

Note: Here is a hint about how to use Cat’s Claw...

Individual words or phrases that we intend to stress are in
bold:

This virus isvery dangerous and will...

System Requirements

Cat’s Claw for Windows 3.1x and Windows 95 and
Windows 98 (from now on referred to as Windows 9x) can
run on any machine that runs any national language version
of these operating systems.
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About This Version

The Scanning Engine

The scanning engine has yet again undergone substantial
changes. The most prominent improvement is boot sector
cleaning. In previous versions, we used the DOS based
program NVCLEAN for removal of boot sector viruses. As
of this version, the scanning engine itself can repair
infected boot sectors. NVCLEAN is removed altogether.

Removing boot sector virusesis not riskier than removing a
binary file virus, for example. However, if things go wrong,
adamaged boot sector is a serious situation. For this reason
we do not allow aufomatic repair of boot sector viruses on
hard drives. Whenever you order NV C to remove a boot
sector virus, you will be prompted for backing up your
current boot sector. We'll spare you the details until the
situation occurs, and guide you from there.

Other changes to the scanning engine are:
» Support for Excel Formula viruses
» Extended detection of polymorphic macro viruses

Installing Cat’s Claw

Run the following command to install Cat’s Claw:
a:setup

and follow the instructions on the screen.

For Windows 95 users:

If you have a previous version of NV C installed, you must
unload the Smart Behavior Blocker.

When the Smart Behavior Blocker is active, you will see
thisicon in the notification area:

Copyright © 1999 Norman
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Either double click with the left mouse button or
click once with the right mouse button, and
choose Unload from the menul.

Copyright © 1999 Norman



About Norman Virus Control

Macro Viruses

Norman Virus Control (NVC) isamodular virus protection
tool, which is available for the following platforms:

« DOS
 Windows 3.1x

e Windows 95
e Windows NT
e 0S/2

* NetWare

* Groupware

NVC for Windows 3.1x and Windows 95 include the
program Cat’s Claw. Cat's Claw is an application specially
designed to monitor and protect your system against viruses
by scanning files as they are being opened. In addition,
Cat’s Claw will check boot sectors on diskettes and hard
drives and remove boot sector viruses whenever possible.

Cat's Claw can remove boot sector viruses from diskettes
on-the-fly. When your hard drive is infected by a boot
virus, you will be instructed to back up your boot sector to a
diskette before the virus is removed.

Cat's Claw does not provide on-demand or scheduled
scanning. For those who do not require a complete NVC
package, we offer Cat’s Claw as a stand-alone program.

Macro viruses is the fastest growing segment among virus
makers all over the world. Cat’s Claw was originally
designed to handle this particular virus type only, but it's
now upgraded to remove binary file viruses too. Macro
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Cat’s Claw

viruses still represent a serious threat by the way they are
distributed (e-mail attachments, file exchange, etc), but
they are easier to detect and remove - simply because we
have the know-how and established technology to handle
these viruses.

The macro virus affects anybody running applications with
abuilt-in macro language. In other words, if you have
installed Microsoft Word or Excel, for example, you are
exposed to infections from macro viruses.

By their nature, macro viruses do not in general change
program files, but they may contain code that destroy either
programs or the boot area. Therefore, you need a program
like Cat’s Claw to detect the destruction before it occurs.

This situation is serious. Documents and files are
frequently exchanged between users in a network, via e -
mail and Internet, and on diskettes circulating between
work, home and school. When you open a Word or Excel
file containing a macro virus, your machine gets infected.

Norman'’s solution to the new threat is:

Cat's Claw is an application specially designed to monitor
and protect your system against viruses. One of its unique
features is the Certify Macro function (page 9). This
function allows you block Word and Excel files with
unknown and possibly infected macros from your system.

Cat's Claw will scan for viruses in files as they are being
opened. Whenever possible, an infected file is repaired
before the file is handed over to the application.

If repair is not possible, you will receive a message and
access to the infected file is blocked.

If repair is not possible, you will receive a message and the
application is not allowed to open the infected file.

Copyright © 1999 Norman
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Limitations in This Version
For Windows 95:

In aNovdl network with Novell 32 bitsclient in
Windows 95, Cat’s Claw can not check files from the
server.

In an environment like this, Cat’s Claw should not reside on
the server, but on the workstation.

We recommend that you copy the file from the server to the
workstation and access the file locally or use Norman
FireBreak on the server.

Configuration Concepts

Users are not a homogenous group, and we therefore
provide you with the option of configuring Cat’s Claw to
best suit your needs. If you run Cat's Claw with the default
settings, the following options apply:

» Cat’s Claw will be loaded into memory at start-up

» you will be prompted for action when a virus is
found

» you will receive a warning if Cat’'s Claw is unable
to scan afile

* uncertified macros will not be removed

The following discussion covers the different dialogs and
their options. Cat's Claw is not equipped with default
options that we believe provide the optimal protection for
you. One reason is that users have very different needs,
another is that regulations in some countries do not allow a
program to remove or change files without the user’s
explicit consent. This legal restraint is blocking our wish to
set automatic removal of viruses as default option.

About Warnings from Cat’s Claw

The following discussion will guide you through the
configuration option and thus provide you with a better

Copyright © 1999 Norman
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understanding on how the application works. Cat's Claw
will always warn you about what's happening by
displaying dialog boxes. You will only see a couple of
examples of warnings from Cat’s Claw. However, all
possible warnings are described, and if or when they pop
up, click on help for assistance.

Cat’s Claw Factory Settings

The factory settings in the Cat’s Claw configuration
program should therefore not be considered as
recommended options.

From a security point of view, we strongly recommend that
you check the option [I.oad Cat’s Claw on startup in
the tabbed dialog General.

However, you should use the configuration options to make
Cat's Claw work smoothly and efficiently on your PC

anyway.

Copyright © 1999 Norman



Configuration Dialogs

To access the configuration tabbed dial ogs double-click the
Cat’s Claw icon in the Norman program group, and you
will see:

Cat's Claw Configuration I

General |Eertified Mau:rcml Eehaviorl Lu:uggingl About I

— Start
[v | Start Cat's Claw autamatically

— Uszer interface
™ Show izon on the taskbar

= | Uzer cam disable seanming

¥ Display warring after autamatic repair

Stop |

Cancel Help

General
[ ] Load Cat’s Claw on startup

If you want Cat’s Claw to be active on your system at all
times, then run the application with this default option on to
ensure that Cat’s Claw is loaded into memory when you
start your machine.
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Certified Macros

[ ] Show icon on desktop

For a visible confirmation that Cat’s Claw is
active, you can check this option to display an
icon like this on your desktop.

[ ] User can disable scanning

If you're an administrator and don’t want to allow the users
to turn off scanning, you should not check this option. The
user will then be prevented from disabling Cat’s Claw by
clicking on the Cat’s Claw icon on the desktop.

[x] Display warning after automatic repair

If you select [ [Remove virus from file (See page 13), you
will be informed when Cat’s Claw has removed a virus
from an infected file.

Automatic repair of boot sector viruses on hard drives is
not possible. With the Remove virus from file option ON,
boot sector viruses will automatically be removed from
diskettes.

If Cat’'s Claw is already loaded, tiSeart button will
appear aStop.

From this dialog box you can certify the macros that Cat’s
Claw shall allow in your MS Word and Excel files.
Deciding whether to certify macros or not is a critical
decision. Using this function will protect you against new
macro viruses not yet identified. We consider this
extremely important because new macro viruses pop up
every day. On the other hand, ‘healthy’ but unknown
macros can be removed and inflict damage on files. The
decision on whether to use the certify macro function is
consequently a matter of balancing security versus
convenience.

Copyright © 1999 Norman



10« Cat’s Claw for Windows 3.1x and Windows 95 - User’s Guide

If you certify macros, only these macros will be accepted.
See “Handling of Uncertified Macros” on page 14 for more
considerations on certified and uncertified macros.

Follow these steps to certify a macro:

1. Click on theAdd button and choose a file from the
Open file dialog.

2. If the selected file doesn’t contain any macros, the list
box will be empty. Possible macros appear in the
Certify Macros list box:

b  Certify Macros [DAMSOFFICEATEMPLA™IALETTER™1{ELEGAN™.DOT]

Hame Type CRC32 Length Status
AUTONEY VB SESBF1DC 17 Uiral
CHECKIT B AaGADATA Ly
HOHACRO B 234DB12A 13 Uiral
UMCHECKIT B B38B7BS7 56

| Eerlily]}J | Cloze I | Help I

3. Highlight the macros you wish to include and click on
Certify. You are returned to the Certified Macros
dialog.

4. When you highlight a macro in the Certified Macros
dialog, theDelete andComment buttons become
available.

5. Click onAdd and repeat step 1 through 4 to certify
more macros.

Note: If you check théNo action option in the “Handling
of uncertified macros”, you will disable the certified macro

function.

Copyright © 1999 Norman
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Fields in the Dialogs for Certifying Macros

There are six fields in the two dialog boxes (“Certified
Macros” and “Certify Macros”). Except for the Comments
field in the Certify Macros dialog, the information is
provided by Cat’s Claw:

Status:

There are three types of status that can appear in this field:

1. Empty: if the status field is empty, you can certify the
macro.

2. Certified: since this macro is already certified, you
cannot certify it again.

3. Viral: macro viruses are made up of multiple macros.
This macro is/has been part of a virus and cannot be
certified.

Name:

Cat's Claw will use the macro’s actual name, or as many
characters as possible if it's a long hame, to make it
possible to recognize for a user.

Cat's Claw will use the following three fields to identify a
certified macro. This is internal read-only information.

Type:
Three different types can appear in this field:
1. WB, denoting a Word 6/7 macro

2. VBAS3, denoting an Excel 5 macro
3. VBADJ, denoting an Office 97 macro

CR(C32:

A checksum established as one of the three distinguishing
marks for a macro. If the macro is changed after being
certified, the changed macro must be certified.

Copyright © 1999 Norman



12 « Cat’s Claw for Windows 3.1x and Windows 95 - User’s Guide

Length:

Like any other file, amacro has a certain length. Thisfield
displays the macro length used by Cat’s Claw to check that
a certified macro hasn’'t been changed after certification.

Comment:
Whatever information you add to a certified macro. This is
the only field available for user input.

Behavior

This tabbed dialog box is divided into three sections. This
is where you instruct the application how to handle viruses,
uncertified macros, and files that cannot be scanned:

Cat's Claw Configuration

Eenerall Cetified Macros  Behavior | Loggingl About I

—Handling of macro vinzes
& Ask user what to do

" Remaove vius from file

—Handling of uncertified macros
&' Do naothing

= Ak user what to do

" Remove macros from file

—Handling of files that cannot be scanned
% Dizplay warning

" Display warning and deny access

Cancel Help

NORMAN

Copyright © 1999 Norman
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Handling of Viruses

[ ] Ask user what to do

If you don’t want automatic removal of viruses when you
access infected files, you must check this option. When you
try to open an infected file, you'll see this dialog:

Cat'z Claw detected a macro wiruz but did not remowve it

becausze automatic cleaning has not been enabled. NORMAN
File: G:AWIRUSYBADBOYWAABADEBOY.DOC
Wiruz: W /B adB oy b Dropper

It iz zafe to proceed. but access to this file iz denied.

Y'ou can attemnpt bo remove the viruz by clicking on Remove.

If wou received thiz file fram anather computer, pleaze warn itz
Lzer about the infection.

Capyright © 1997 Morman D ata Defenze Systems

Manual Virus Removal Warning

You have specified [ Ask user what to do in the tabbed
dialog Behavior, and access to this file is therefore denied.
Try to remove the virus manually by clicking on the
Remove button. Then try to access the file again. For
automatic removal of viruses, change your configuration to
[ ] Remove virus from file.

[ ] Remove virus from file

Checking this option will automatically remove possible
viruses and remnants of viruses from infected files. You
will, however, receive a message about the infection.

Automatic repair of boot sector viruses on hard drives is
not possible. With the Remove virus from file option ON,
boot sector viruses will automatically be removed from
diskettes.

Copyright © 1999 Norman
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Virus Removed Waming

If you check the box [ ] Don't show this message again
today in this dialog, you will not be informed about other
possible cleaning operations until you reboot your machine.
However, you can keep track of removed viruses by
checking [ ] Viruses removed in the tabbed dialog

Logging.
Virus Not Removed Warning

In some situations Cat’s Claw cannot remove a detected
virus. When this happens, you will receive a warning.

Note that your system has not been infected, but the file
still is. You will never be granted access to an infected file,
and it istherefore safe to proceed.

A virus cannot be removed if the infected file resideson &
1. Write-protected diskette
2. CD-ROM
3. Network drive and the file is write-protected,
orif
4. Thefileisinuse (i.e., you do not have write access).

Handling of Uncertified Macros

An uncertified macro does not necessarily contain avirus.
However, al unknown macros are possible virus carriers,
and you can therefore decide how to handle these. If you
have certified certain macros, then these are the only
macros that Cat’s Claw will accept.

[ ] Do nothing

Cat’s Claw will not touch the macro, nor inform you about
it. Remember that if the macro contains a known virus,
Cat’s Claw will take action anyway.

Copyright © 1999 Norman
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Note: The certify macro function is disabled if you choose
this option.

[ ] Ask user what to do

Note: If you run with this option on, ALL macros will be
removed except for previously certified macros.

With this options checked, Cat’s Claw will warn when an
uncertified macro is found.

Uncertified Macro Not Removed Waming

The detected macro is not a virus, but it does not appear on
your list of certified macros. Your choices are:

1. Click onRemove to clean the file.

2. If you want to access the file without removing the
macro, check the option [o nothing and try to open
the file again.

[ ] Remove macros from document

Note: If you run with this option on, ALL macros will be
removed except for previously certified macros.

When you open a file with an uncertified macro, you will
receive the:

Uncertified Macro Removed Waming

Cat’s Claw removed macros from this file because:

1. They did not appear on the list of certified macros.

2. You checked the option [Remove macros from
document in the tabbed dialog Behavior.

With this option checked, Cat’s Claw will remove all
macros not specified in the tabbed dialog Certified Macros.

Copyright © 1999 Norman
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Other Messages on Uncertified Macros

Other situations may stop removal of uncertified macros
even if you have specified removal:

Cannot Remove Uncertified Macro Warning

The macro(s) cannot be removed if they reside on a
1. Write-protected diskette
2. CD-ROM
3. Network drive and the file is write-protected,
orif
4. Thefileisinuse (i.e., you do not have write access).

Handling of Files That Cannot Be Scanned

In some situations Cat’s Claw is unable to scan a file.
Examples are Word 8 files with password protection,
damaged files, or when internal system errors occur. The
following options decide how Cat’'s Claw should react
under such circumstances.

[ ] Display warning

When you receive a warning when you access a file, you
know that this file has not been checked for viruses. You
can, however, proceed at your own risk.

The following are possible warnings from Cat’s Claw when
you have checked the option Display warning:

Password Protected File Warning

Cat’s Claw will not deny access to this file because you
selected the option [Display warning. You can enter the
password and open the file at your own risk. Cat’s Claw
can not guarantee it’s free for viruses or uncertified macros.

Damaged File Waming

Copyright © 1999 Norman
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Cat's Claw will not deny access to this file because you
selected the option [Display warning. The file is

damaged and has not been scanned. You can open the file
at your own risk. Cat’s Claw can not guarantee it’s free for
viruses or uncertified macros.

Internal Error Waming

Cat's Claw will not deny access to this file because you
selected the option [Display warning. Due to an internal
error in Cat’s Claw or Windows, the file has not been
scanned. You can open the file at your own risk. Cat’s
Claw can not guarantee it’s free for viruses or uncertified
macros.

[ ] Display warning and deny access

Checking this option involves that you are warned about an
unscanned file, and access is denied.

The following are possible warnings from Cat’s Claw when
you have checked the option Display warning and
deny access:

Password Protected File Blocked Warming

You checked the option [Display warning and deny
access. Password protection stopped Cat's Claw from
scanning the file, and you cannot access it. Possible
solution is changing your configuration toPisplay
warning only and access the file at your own risk.

Note: This situation will occur only when a password
protected Word 8 file is detected. Cat’s Claw can detect and
remove macro viruses from password protected files in
Word 6 and Word 7.

Copyright © 1999 Norman
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Damaged File Blocked Warning

You checked the option [ | Display warning and deny
access. Cat’s Claw could not scan the file because it's
damaged, and you cannot access it. Possible solution is
changing your configuration to [[}isplay warning only
and access the file at your own risk.

Internal Error Denied Access Warning

You checked the option [Display warning and deny

access. Due to an internal error in Cat’'s Claw or Windows,
the file has not been scanned. Possible solution is changing
your configuration to [ Pisplay warning only and access

the file at your own risk, or reboot your machine and try
again.

Boot Sector Virus Removal

The core technology in all NVC components is the
scanning engine. The scanning options reflect the
capability of the engine. In addition to detect viruses, the
engine can also remove them (repair the file or boot sector,
and thereby clean the machine). This process is technically
more complicated than detection.

If anything goes wrong, repairing a file is less hazardous
than repairing a boot sector. A corrupted boot sector may
render the system useless. To ensure that a failed boot
sector repair will not put you in an awkward situation, we
do not allow automatic repair of boot sectors on hard
drives.

If a boot sector virus is detected, you will see a dialog box
that recommends that you back up the necessary data to a

Copyright © 1999 Norman
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diskette. If therepair fails, you can boot your machine from
the restore diskette.

Configuration:Logging

Cat's Claw will register vital activity in a log file. In this
dialog you can decide what kind of information the log file
should hold.

Cat's Claw Configuration

Eenerall Certified Macrnsl Eehavior Logging IAbout I

— Logaing
™ Macio vinses removed
I Macia vinges not removed
™ Uncertified macros remaved
™ Urncertified macros not removed
™ Files that could not be scanned

I Lost alarms [overflow]

Log file; I

NORMAN

Cancel | Help |

As for the other configuration dialogs, you should decide
for yourself what kind of information that is important to
you.

[ ] Viruses removed
Logs path, file name and name of removed viruses.
[ ] Viruses not removed

Logs path, file name and name of viruses detected but not
removed.

[ ] Uncertified macros removed

Copyright © 1999 Norman
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L ogs path and file name of removed uncertified macros.

[ ] Uncertified macros not removed

L ogspath and file name of uncertified macros not removed.
[ ] Files that could not be scanned

Logs path and file name of files that Cat's Claw could not
scan. Cat’s Claw cannot scan files which are:
» password protected, possibly containing macros
(Word 8)

e corrupted
[ ] Lost alarms (overflow)

Due to limitations of system’s resources assigned to Cat’s
Claw, a maximum of, for example, 20 alarms can
accumulate waiting for user response. If the unlikely
situation should occur that you run into e.g. 25 infected
files without responding to any of the waiting messages,
then you will not be warned from infection number 21 and
upwards. This option will give you theimber of infections

that Cat’s Claw was unable to handle. If this happens, Cat’s
Claw will block access to the files rather than ask user what
to do.

Loosing alarms does therefore not represent a security risk.
Log file

Enter a valid path and file name for the log file, for example
c:\'norman\w n16\ cl aw3l. | og (Windows 3.1x),

or

c: \ nor man\ wi n95\ cl awd5. | og (Windows 95).

Copyright © 1999 Norman
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Appendix

General information on installation/updates

Any virus scanner is only as effective as its most recent
update, so obtaining frequent virus signature updatesis
critical to maintaining a secure computing environment

There are two different kinds of updatesfor NV C:

Version update: actual program changesfor one or more of
the modules in the package. To install a version update, run
aregular install as described in the setup procedure.

Definition file update: changesto thefilesnvcbi n. def
and nvcmacr o. def (in c:\norman\nse). These files hold
the virus signatures (fingerprints of known viruses) and are
used by the scanning engine. To install a definition file
update, doubleclick on the file name and follow the
instructions on the screen.

Definition file updates are available from our Web siteon a
regular basis. We recommend that you pay usavisit at:

http://www.norman.no/update.htm
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